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Audit & Risk Committee Public Agenda 30 September 2022 - Apologies

COMMITTEE oy
AGENDA

APOLOGIES

That the apology for lateness from His Worship the Mayor be received.
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COMMITTEE e
AGENDA

DISCLOSURE OF MEMBERS’ INTERESTS

Members are reminded to declare and stand aside from decision making when a conflict
arises between their role as an elected member and any private or other external
interest they may have.
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COMMITTEE -
AGENDA Waipa

LATE ITEMS

Iltems not on the agenda for the meeting require a resolution under section 46A of the
Local Government Official Information and Meetings Act 1987 stating the reasons why
the item was not on the agenda and why it cannot be dealt with at a subsequent meeting
on the basis of a full agenda item. It is important to note that late items can only be dealt
with when special circumstances exist and not as a means of avoiding or frustrating the
requirements in the Act relating to notice, agendas, agenda format and content.
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COMMITTEE .-
AGENDA

CONFIRMATION OF ORDER OF MEETING

Recommendation
That the order of the meeting be confirmed.
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COMMITTEE .
AGENDA Waipa

To: The Chairperson and Members of the Audit and Risk Committee
From: Governance

Subject: CONFIRMATION OF MINUTES

Meeting Date: 30 September 2022

1 EXECUTIVE SUMMARY — WHAKARAPOPOTOTANGA MATUA

The local authority, its committees, subcommittees and any local and community
boards must keep minutes of their proceedings. These minutes must be kept in hard
or electronic copy, authorised by a Chairperson’s manual or electronic signature once
confirmed by resolution at a subsequent meeting. Once authorised the minutes are
the prima facie evidence of the proceedings they relate to.

The only topic that may be discussed at a subsequent meeting, with respect to the
minutes, is their correctness.

2 RECOMMENDATION — TUTOHU A-KAIMAHI

That the open minutes of the Audit and Risk Committee meeting held on 13 June 2022,
having been circulated, be taken as read and confirmed as a true and correct record of
that meeting.

3 ATTACHMENT - APITITANGA

Audit and Risk Open Minutes — 13 June 2022
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COMMITTEE
MINUTES

Committee: Audit and Risk Committee

Time: 1lam

Date: Monday 13 June 2022

Venue: Council Chambers, Waipa District Council

101 Bank Street, Te Awamutu

PRESENT

Chairperson

Bruce Robertson

Members

His Worship the Mayor JB Mylchreest, Councillors AW Brown (via Zoom), RDB Gordon,
SC O’Regan [departed 12.25pm], and CS St Pierre.

1 APOLOGIES

That the apology from Councillor O’'Regan departing the meeting early be received.

Chairperson Robertson / Mayor Mylchreest

2 DISCLOSURE OF MEMBERS’ INTERESTS

There were no new disclosures.

3 LATE ITEMS

There were no late items.

13 June 2022 10833168
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AUDIT AND RISK
COMMITTEE
MINUTES L

Waipa

DISTRICT COUNCIL

4 CONFIRMATION OF ORDER OF MEETING

RESOLVED
14/22/17
That the order of the meeting be confirmed.

Councillor St Pierre / Mayor Mylchreest

5 CONFIRMATION OF MINUTES

RESOLVED

14/22/18

That the open minutes of the Audit and Risk Committee meeting held on 14 March
2022 having been circulated, be taken as read and confirmed as a true and correct
record of that meeting.

Councillor St Pierre / Councillor O’Regan

6 PAYROLL FOLLOW UP REVIEW AND HOLIDAYS ACT COMPLIANCE

Manager Human Resources, Stephanie Shores spoke to the Payroll Follow-up report
and was joined by KPMG Directors, Murtaza Ali and Nav Deo who provided additional
comment to the Committee.

There was discussion on the revised timing of the Holidays Act Compliance audit with
Group Manager Morris and KPMG indicating that they expected this work would be
complete by the end of July.

Questions were raised on the need and cost of PayGlobal providing the required
transaction data in a specific format. Group Manager Morris and KPMG provided the
appropriate explanations.

RESOLVED

14/22/19

That the Payroll follow up review report (document number 10817272) of Stephanie
Shores, Manager Human Resources be received.

Councillor St Pierre / Chairperson Robertson

13 June 2022 Page 2 of 9
10833168
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AUDIT AND RISK
COMMITTEE
MINUTES L

Waipa

DISTRICT COUNCIL

7 BUSINESS CONTINUITY MANAGEMENT FOLLOW UP REVIEW

Business Resilience and Risk Advisor, Genny Wilson highlighted points from the
Business Continuity follow up review. Ms Wilson commented that the result was
pleasing and reflected the efforts across the organisation.

KPMG Director, Murtaza Ali commented that this was a very pleasing effort by
management to address the recommendations in this important area of work.

RESOLVED

14/22/20

That the Business Continuity follow up review report (document number 10808385) of
Genny Wilson, Business Resilience and Risk Advisor be received.

Mayor Mylchreest / Councillor A Brown

8 RISK MANAGEMENT UPDATE

Business Resilience and Risk Advisor, Genny Wilson provided a summary of the Risk
Management Update report.

RESOLVED

14/22/21

That the ‘Risk Management Update’ report (document number 10808384), including
the ‘Quarterly Risk Report for February to April 2022’ (document number 10818276),
of Genny Wilson, Business Resilience and Risk Advisor be received.

Chairperson Robertson / Councillor St Pierre

9 ASSET MANAGEMENT PLANNING AUDIT - IMPROVEMENT
PROGRAMME

Group Manager Service Delivery, Dawn Inglis provided an update on progress
achieved since the last report to the Audit and Risk Committee in September
2021.

RESOLVED
14/22/22
That the report titled ‘Asset Management Planning Audit Improvement Programme’

13 June 2022 Page 3 of 9
10833168
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AUDIT AND RISK
COMMITTEE
MINUTES L

Waipa

DISTRICT COUNCIL

(document number 10809756), of Dawn Inglis, Group Manager Service Delivery, be
received.
Chairperson Robertson / Councillor St Pierre

RISK REPORTING ON THE WAIPA COMMUNITY SPATIAL PLAN PROJECT

11

Group Manager Strategy, Kirsty Downey provided an overview of the report.

RESOLVED

14/22/23

That the report titled Risk reporting on the Waipa Community Spatial Plan project
(document number 10821510) of Vanessa Honore, Senior Strategic Planner, be
received.

Councillor O’Regan / Mayor Mylchreest

ANNUAL PLAN 2022/23 PROJECT UPDATE AND KEY RISKS

12

Strategic Projects Driver, Haven Walsh advised the Committee that the Annual

Plan 2022/23 report was taken to the Strategic Planning and Policy Committee
meeting on 7 June 2022. The Annual Plan is now recommended for Council adoption
on 28 June 2022.

RESOLVED

14/22/24

That the ‘Annual Plan 2022/2023 project update and key risks’ report (document
number 10819607) of Haven Walsh, Strategic Projects Driver, be received.

Councillor O’Regan / Councillor Gordon

CHANGES TO AUDIT PLAN 2021/22 AUDIT

[Councillor O’Regan left the meeting at 12.25pm]
Group Manager Morris took the report as read.

Audit New Zealand, Auditor Director, Leon Pieterse spoke to the report and advised
that with the extended legislative time frame in place to 31 December 2022, the audit
should be completed and signed off for adoption by Council in either the November or
December 2022 Council meeting.

13 June 2022 Page 4 of 9

10833168

11
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AUDIT AND RISK
COMMITTEE
MINUTES L

Waipa

DISTRICT COUNCIL

RESOLVED

14/22/25

That the ‘Change to Audit Plan for 2021/22 Audit’ report (document number
10822601), of Jolanda Hechter, Manager Finance, be received.

Chairperson Robertson / Mayor Mylchreest

13  REVIEW OF ACCOUNTING POLICIES, KEY ACCOUNTING ESTIMATES AND
PROPOSED REVALUATION APPROACH

Group Manager Morris presented the report to the Committee, highlighting a
concern that Council may be required to complete an out-of-cycle valuation. Audit
New Zealand, Auditor Director, Leon Pieterse provided further commentary to the
Committee on this matter.

The Committee asked a series of questions to Mssrs Morris and Pieterse.

RESOLVED

14/22/26

That the information contained in the ‘Review of Accounting Policies, Key Accounting
Estimates and Proposed Revaluation Approach’ report (document number 10828351),
of Nada Milne, Financial Accountant, be received, with staff to work on finalising the
policies taking into account the Audit and Risk Committee’s questions.

Councillor St Pierre / Chairperson Robertson

14 OUTSTANDING MANAGEMENT REPORT MATTERS

Group Manager Morris took the report as read and noted that there had been no
change from the March 2022 report, due to delays in the timing of the interim audit
visit meaning no items could be removed.

Audit New Zealand, Auditor Director, Leon Pieterse remained for this item but was not
required to make comment or answer questions from the Committee.

13 June 2022 Page 5 of 9
10833168
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AUDIT AND RISK
COMMITTEE
MINUTES L

Waipa

DISTRICT COUNCIL

RESOLVED

14/22/27

That the information contained in the ‘Outstanding Management Report Matters’
report (document number 10816927), of Jolanda Hechter, Manager Finance, be
received.

Chairperson Robertson / Mayor Mylchreest

BUILDING CONSENT AUTHORITY ACCREDITATION ASSESSMENT REPORT

16

Compliance Manager, Karl Tutty and Building Compliance Team Leader, Leanne Beal
jointly spoke to the Building Consent Authority Assessment Report 2022 which
covered the recent bi-annual IANZ assessment of Waipa District Councils BCA
(building consent authority) functions, and its subsequent findings.

The Committee acknowledged the good work undertaken by the Building Consent
team.

RESOLVED

14/22/28

That the Building Consent Authority Assessment Report 2022 be received with the
Audit and Risk Committee noting their appreciation to the Building Consent team for
a good result.

Councillor Gordon / Councillor St Pierre

CAPITAL PROGRAMME UPDATE TO 30 APRIL 2022

Manager Project Delivery, Peter Thomson spoke to his report to 30 April 2022.

RESOLVED

14/22/29

That the report titled ‘Capital Programme Update to 30 April 2022’ (document
number 10816848), of Peter Thomson, Manager Project Delivery, be received.

Chairperson Robertson / Councillor Mylchreest

13 June 2022 Page 6 of 9

10833168
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AUDIT AND RISK
COMMITTEE
MINUTES

ki
Waipa

DISTRICT COUNCIL

RESOLUTION TO EXCLUDE THE PUBLIC

RESOLVED
14/22/30

(Section 48, Local Government Official Information and Meetings Act 1987)
THAT the public be excluded from the following parts of the proceedings of this
meeting.

The general subject of the matter to be considered while the public is excluded, the
reason for passing this resolution in relation to each matter, and the specific grounds
under section 48(1) of the Local Government Official Information and Meetings Act
1987 for the passing of this resolution are as follows:

Minutes — 14 March 2022
19. Capital Programme

21. Deep Dive into Risks
22. Litigation Update

23. Group Risk Discussion
— Group Manager
Customer Service and
Community Services

24. Organisational Risk
Discussion with the Chief
Executive

General subject of each | Reason for passing this | Ground(s) under
matter to be considered resolution in relation to | section 48(1) for the
each matter passing of this
resolution
18. Confirmation of PE Good reason to withhold Section 48(1)(a)

exists under section 7
Local Government Official

Risks to 30 April 2022 Information and Meetings
20. Cyber Security Audit Act 1987
Reassessment

This resolution is made in reliance on section 48(1)(a) of the Local Government Official
Information and Meetings Act 1987 and the particular interest or interests protected
by Section 6 or Section 7 of that Act, or Sections 6, 7 or 9 of the Official Information Act
1982, as the case may be, which would be prejudiced by the holding of the whole or
relevant part of the proceedings of the meeting in public, are as follows:

13 June 2022

Page 7 of 9
10833168
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AUDIT AND RISK
COMMITTEE
MINUTES

ki
Waipa

DISTRICT COUNCIL

Item No. Section Interest
18,23,24 Section 7(2)(a) To protect the privacy of natural persons, including
and that of deceased natural persons; and
Section 7 (2)(b)
To protect the information which if public would;

i. disclose a trade secret; or
ii. unreasonably prejudice the commercial
position of the person who supplied or who is the
subject of the information.

18 Section 7(2)(b)(ii) | To protect information if public would unreasonably
prejudice the commercial position of the person who
supplied or who is the subject of the information.

21 Section 7(2)(c)(i) | To protect information which is subject to an
obligation of confidence where the making available
of the information would be likely to prejudice the
supply of similar information, or information from the
same source, where it is in the public interest that such
information should continue to be supplied.

18,21 Section 7(2)(c)(ii) | To protect information which is subject to an
obligation of confidence where the making available
of the information would be likely otherwise to
damage the public interest.

18,22 Section 7(2)(g) To maintain legal professional privilege

18,19 Section 7(2)(h) To enable the council to carry out, without prejudice
or disadvantage, commercial activities.

20 Section 7(2)(j) To prevent the disclosure or use of information for
improper gain or advantage.

Chairperson Robertson / Councillor St Pierre

The meeting went into Public Excluded at 1.49pm

There being no further business the meeting closed at 3.34pm

13 June 2022

Page 8 of 9
10833168
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AUDIT AND RISK
COMMITTEE
MINUTES L

Waipa

DISTRICT COUNCIL

CONFIRMED AS A TRUE AND CORRECT RECORD

CHAIRPERSON:

DATE:

13 June 2022 Page 9 of 9
10833168
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&

COMMITTEE
REPORT

INFORMATION ONLY

To: The Chairperson and Members of the Audit and Risk Committee
From: Business Resilience and Risk Advisor

Subject: Risk Management Update

Meeting Date: 30 September 2022

1 EXECUTIVE SUMMARY - WHAKARAPOPOTOTANGA MATUA

Robust risk management is essential to Waipa District Council to support the
achievement of its strategic objectives.

Council is currently in the final year of the improvement programme with the objective
of raising Council’s risk management maturity level from ‘sustainable’ to ‘mature’.

This report outlines initiatives that in staff’s view should provide members of the
Committee with confidence that risks are being well managed across the organisation
and there is continuous improvement in the management of risk at Council.

This formal reporting sits alongside the less formal Chief Executive and Group Manager

risk discussions, and the ‘Deep Dive’ discussions, that generally take place at each
meeting of the Committee.

2 RECOMMENDATION — TUTOHU A-KAIMAHI

That the Audit and Risk Committee
a) Receive the report of Genny Wilson, Business Resilience and Risk Advisor titled

Risk Management Update (ECM 10862308), including the Quarterly Risk Report
for May to July 2022 (ECM 10876341);

b) Approve the Top Risks 2022/23 document (ECM 10854729) for Council
endorsement; and

c) Approve the Risk Appetite Statement 2022/23 (ECM 10863494) for Council
endorsement.

Document Set ID: 10862308 10862308

Version: 8, Version Date: 27/09/2022
17
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3 COMMENTARY - KORERO

The systematic management of risk is important for any organisation and in particular
to a business as large and diverse as Council’'s. Ensuring an appropriate risk
management framework is in place is an important function of the Audit and Risk
Committee.

Actions, Initiatives and Plans Since Last Report

Quarterly Risk Management Report

The Quarterly Risk Management report has been developed in line with Council’s
current Risk and Compliance Management Policy and feedback from previous Audit
and Risk Committee meetings. The report for the May to July 2022 period is attached
as Appendix 1.

The key purpose of the report is to provide a base for discussion and to trigger effective
risk conversations by the Committee. The report provides the Committee with the
results of the quarterly review of risks; an update on the status of the mitigation
measures; as well as an update on the implementation of the risk management
strategy. It provides a base for discussion at every meeting of this Committee.

The Executive also conduct a quarterly review of the report in the lead-in to the Audit
and Risk Committee review. The report continues to evolve. The dashboard for Key
Risk Indicators (KRIs) for the Top Risks that involve the assumptions in the Long Term
Plan is included for the period ending 8 June 2022. This report is included in the
monthly Finance and Corporate Committee agenda, with the latest snapshot included
in the quarterly risk report.

The evolution of risk management reporting will continue as mechanisms for gathering
the necessary data are developed for the remaining placeholders/gaps. Staff welcome
feedback and ideas from this Committee to improve the usefulness of the information
provided.

Top Risks 2022/23 and Risk Appetite Statement 2022/23

The Top Risks 2022/23 document has been further developed following the workshop
completed prior to the June Audit and Risk Committee. The draft Top Risks have been
further workshopped with Council’s Leadership Team to agree the risks as
documented and the appropriate mitigant actions from this year’s Group and
Department Business Plans.

The Executive Team have agreed these Top Risks and the Risk Appetite Statement for
this financial year which are now included as appendices 2 and 3 of this report for
approval. These will then be reported to the first practical Council business meeting of
the new term for endorsement, with any updates from ARC provided verbally. The
deferment of this Committee meeting due to the unanticipated public holiday to
commemorate the passing of Her Majesty the Queen, meant these documents could
not go to the last Council meeting of the term.

Report to Audit and Risk Committee — 30 September 2022

I.LI . - Risk Management Update
WGIpd Page 2 of 7
Document Set ID: PHEBE368VN" 10862308

Version: 8, Version Date: 27/09/2022
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Risk Management Improvement Programme Update

The risk management improvement programme is in the final year of implementation
with progress being made against all remaining activities after delays due to COVID-
19.

The risk management training development is now well progressed. Council recently
procured a training content writing tool that has allowed enhanced interactivity and
reinforcement of learning for online content. The risk training content has been
updated to utilise this functionality which will give a better user experience and
training product that meets adult learning principles.

The modules completed to date are:
= Anintroduction to Risk Management
= Risk Management Process
= Rating Risks and the Risk Matrices
= Writing Risk Statements.

These form the foundation of the risk management training for staff and will be
delivered via e-learning and tracked for participation. Implementation of the prepared
modules is planned for the next quarter.

In addition training modules on general fraud management awareness and prevention,
protected disclosures, and conflict of interest are in development. A plan for further
risk management modules is also in place.

Planning for the implementation of the Promapp risk management module for
operational risks has progressed. Learnings from other Councils have been utilised and
the module is on track for implementation third quarter of this financial year.

ComplyWith Implementation

The compliance management software, ComplyWith, has been configured with the
agreed obligations and our organisational structure. The first survey for attestation
has also been set up by the vendor who will provide support to run and report on this
survey.

At the time of writing the report training for impacted staff is being developed and the
implementation and change management activities scheduled.

The project is on track to implement the first attestation survey in October 2022.

Internal Audit Programme

The internal audit programme is on track. The Holidays Act Compliance review has
been completed and further analysis is underway.

Due to workloads within the District Growth and Regulatory Services team the
fieldwork for Council’s fees and charges audit has been spread over a longer period

Report to Audit and Risk Committee — 30 September 2022

I.LI . - Risk Management Update
WGIpd Page 3 of 7
Document Set ID: PHEBE368VN" 10862308

Version: 8, Version Date: 27/09/2022
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and will still be completed this quarter. The report is planned to be provided to the
December 2022 Audit and Risk Committee meeting.

Policy Rationalisation Project Update

The implementation plan for Pou Tataki has been developed and is on track to launch
in November.

The rationalisation of policies continues to make good progress with reconciliation of
the policy and procedures manual and Waipa 101 being completed. Agreed policies
have been moved to a new centralised index within ECM.

A separate agenda item covers the reviewed policies that require approval by Audit

and Risk Committee.

4 APPENDICES - APITITANGA

No: Appendix Title

Quarterly Risk Report for May to July 2022 ECM 10876341
Top Risks 2022/23 ECM 10854729

Risk Appetite Statement 2022/23 ECM 10863494

WIN |-

Genny Wilson
BUSINESS RESILIENCE AND RISK ADVISOR

v

Reviewed by Georgina Knapp
MANAGER BUSINESS IMPROVEMENT AND RISK MANAGEMENT

Approved by Ken Morris
DEPUTY CHIEF EXECUTIVE / GROUP MANAGER BUSINESS SUPPORT

Report to Audit and Risk Committee — 30 September 2022

I.LI . - Risk Management Update
wapd Page 4 of 7
Document Set ID: PHEBE368VN" 10862308

Version: 8, Version Date: 27/09/2022
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APPENDIX 1

Quarterly Risk Report May to July 2022 (ECM 10876341)

Report to Audit and Risk Committee — 30 September 2022

la'tl . - Risk Management Update
wapd Page 5 of 7
Document Set ID: PHEBE368VN" 10862308

Version: 8, Version Date: 27/09/2022
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QUARTERLY RISK MANAGEMENT REPORT FOR MAY TO JULY 2022

SUMMARY OF TOP RISKS

The Top Risks for 2022/23 and the Risk Appetite Statement for 2022/23 have been updated and are
presented for approval.

Mitigant actions for the Top Risks have been taken from the yearly Business Plans and agreed at a
Leadership Team workshop. Progress against these actions will be reported from the December
meeting, after formal approval of the Top Risks.

The ratings of the Top Risks have been set for the current environment and where the target residual risk
is higher than the aspirational risk appetite for the relevant portfolio an explanation has been provided in

the Risk Appetite Statement.

Risk management training (four foundation modules) are ready for roll out through Council’s new
Learning Management System.

Further modules for Fraud Awareness and Prevention and Conflict of Interest are in development and
will be rolled out next quarter.

The compliance software ComplyWith is being implemented with the first annual attestation survey
being run in October. ComplyWith will allow Council to monitor compliance against legislatively required
obligations across the organisation and be kept up to date with relevant legislative changes.

An updated action plan is being developed for the Business Resilience Improvement Programme based
on the recommendations from the follow up internal audit.

Top Risk 7: Failure to manage response to and the impacts of central government reforms is trending up
with the likely impacts of Plan Change 26.

E Emitter risk

— Staff capacity
and capability
— Delivery of

R Receiver risk

— Staff capacity and
capability
— Delivery of Capital

#  Risk Area and Statement

Inadequate staffing capacity and capability to deliver Council’s
objectives: If Council is not adequately resourced, both in terms of
capacity and capability, then this under resourcing may contribute to failure
and/or significantly increased costs to deliver service levels and key
projects.

Failure to deliver the programme of capital works: If Council fails to
plan for and deliver the proposed programme of capital works as prioritised
then this will impact the overall delivery of infrastructure to support
growth, level of service improvements and asset replacement.

Risk to Financial Sustainability: If Council does not have sufficient
liquidity andfor funding or debt levels are at a limit; has not planned
effectively for growth, including timing of infrastructure; has not completed
planned asset sales; or if an unseen event such as a disaster required
funding then delivery of service levels and key projects may be significantly
impacted.

Failure to effectively engage with the community: If Council does not
effectively engage with the community, then the impacts of Council
decisions will not be understood, and with the current level of change
fatigue Council’s reputation and community engagement may be negatively
impacted.

Failure to manage an effective response to climate change
impacts: If Council does not actively understand climate change impacts
and manage an effective response to these impacts then this may have
significant financial and reputational effects as well as adverse economic
and social impacts on the community.

Failure to give effect to Te Tiriti and build successful Iwi/Mana
Whenua partnerships: If Council fails to give effect to Te Tiriti and build
and sustain partnerships with Iwi/Mana Whenua, including support of
developing capability and capacity internally and within Mana Whenua,
then Council will fail to meet its govemance obligations and the ability to
operate and deliver key projects will be significantly impacted.

Failure of relationships with key stakeholders: If Council has a
breakdown in relationships with key stakeholders, then Council's ability to
operate and deliver services and projects effectively and within reasonable

Residual
(current)
level

Trend

Very High

Very High

Very High

Very High

Very High

CONSEQUENCE

Capital works
— R
— Community
Engagement

Maoerate {@f

Higher velocity Risk Pathways
Information rmanagement —
Community Engagement

timeframes will be significantly impacted with negative flow on impacts to
the community.

Failure to manage response to and the impacts of central
government reforms: If Council does not prepare for, understand
impacts, and manage the response and transition to the reforms being led
by central government then this may have significant financial and
reputational effects on the organisation, as well as adverse economic and
social impacts on the community

Failure to manage Health and Safety and Wellbeing: If Council does
not have astrong health and safety and wellbeing culture and commitment

Almaost
Certain

Unbikely Possible Likely

LIKELIHOOD
Key: (@) Imherent Risk O Residual Risk

(withaut any [Current risk
controis) ]

. Residual Risk ot Target

(D) Targer Risk leve
Risk level

WD risk appetite]

*  Atotal of 10 Top Risks identified and assessed for this financial year.
ocument Set ID: 10876341

22

to keeping staff, contractors and members of the public safe and well for
Council controlled activities then there will be unacceptable injuries, poor
mental wellbeing and potentially fatalities with legal consequences.
Failure to protect information management assets: If information
management assets are compromised through actions of staff or other
parties including cyber-security attacks, privacy breaches, data loss or
corruption, or non-compliance of legisiated obligations then Council’s
delivery of services and reputation will be negatively impacted.
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QUARTERLY RISK MANAGEMENT REPORT FOR MAY TO JULY 2022

FINANCIAL SUSTAINABILITY -

Status = - On track - Off track - At risk - Complete

Risk Title

KING AGAINST

Key Risk Indicator Report

KRI
-

Status

Risk to Financial Sustainability

Risk to Financial Sustainability

Risk to Financial Sustainability

Delivery of the capex programme against the Annual Plan budget

Risk to Financial Sustainability

Monitoring of assumptions used in preparing Annual Plan as year progresses
Risk to Financial Sustainability

Monitoring of assumptions used in preparing Annual Plan as year progresses

Monitoring of assumptions used in preparing Annual Plan as year progresses

BC's granted

2027

Year Prior: 1845 (+9.86%)

YTD vs Same
Period LY:

Value of Bullding Consents issued against same time last year

Resource Consents: Number of consents issued against same time last year
Rates collection rates against same time last year

Projects 100%. Renewal

Growth - Impact on rates

Capex 80%. LOS

Building Consents: Number of consents issued against same time last year
Borrowing interest rates

Annual Plan 70%. Growth

Resource Consents Issued

319

Year Prior: 272 (+17.28%)

BC value of work

$596.22M

‘fear Prion $4TE87M (+23%)

Building Consents @ Total BC's Granted @ Same Period Last Year

200
o
Ju

2019 Jan 2020 Jul 2020

Jan 2021 Jul 2021 Jan 2022

Resource Consents @Total RC's Issued @3ame Period Last Year

Jul 2019 Jan 2020

Jan 202 Jan 2022

bt

An emerging risk has been identified after health and safety concerns were raised about unsupervised access to
the Council buildings after hours. Whilst the original issue for the Community Board meetings has been resolved it
highlighted a wider risk where external parties are using meeting rooms. The risk was detailed as:

If the current practice of allowing external parties meeting in Council offices after hours, including double swipe
access of doors, continues then there is potential for a security breach that may impact staff safety and have
reputational or legal impacts on Council.

A deep dive of the risk has been completed and following discussion by Chief Executive and GM Business Support

an action plan will be implemented.

pcument Set ID: 10876341
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Actual against debt to revenue
ratio benchmark:

Budget vs actual variance for capex:

Budget Actual
$183.7M $97.76M
Budget vs actual variance for operations:
Actual
$100.61M
Delivery of the capex programme against the Annual Plan budget:
GROWTH Los

/
42.37%

Budget
§£102.42M

RENEWAL e

63.25%

100.00%

8588%

Monitoring of assumptions used in preparing Annual Plan as year

progresses:

Borrowing interest rates

ADDITIONAL RISK REPORTING (as per Risk and
Compliance Management Policy)

PROJECT DELIVERY RISKS (Capital Work)

Project Delivery Risks (Capital Works) will be discussed under
Project Delivery Report agenda item (may be Public Excluded).

OPERATIONAL RISKS

Planning for implementation of the Promapp Risk module is
underway with an expected implementation date of third quarter
22/23.
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QUARTERLY RISK MANAGEMENT REPORT FOR MAY TO JULY 2022

TOP RISK MITIGATION ACTION MONITORING EXCEPTIONS

Exception reporting of additional planned mitigant actions will commence from the Dec 2022 report for Top Risks after approval of Council’s revised top risks at the September ARC meeting.

The internal audit improvement programmes are largely on
track. The dates have been updated to include the actions
planned to implement the recommendations from the follow
up reviews.

Due to workloads the building consent, resource consent and
development contribution fees and charges audit field work is
being completed this quarter and will be reported to the

Audit

Type of Audit

Year audit
completed

Expected programme completion

RAG status

Business Continuity Management
Gap Analysis

Maturity

May-2017

Jun-2024

Follow up audit completed May 2022.
New action plan

Procure to Pay

Internal control

May-2017

Jun-2024

Follow up audit completed. New action
plan

Contract Management

Internal control

Mar-2018

Jun-2024

Follow up audit completed. New action

December meeting.

An action plan for the business continuity follow up review

recommendations is being completed.

The Holidays Act compliance audit draft report has been
received and further analytics are being completed.

Improvement programs completed:

OTHER PROGRAMME AND PROJECT RISKS

Residual Risk Rating

Project

Digital programme

Payroll (including follow up)
Health and Safety

Capex procurement (PSP)

Description

If there is a reprioritisation of priorities and in particular
significant increase in BAU activity which takes pre-planned
project resources away from projects then projects will be
delayed.

plan

Risk Management Maturity

Maturity Jun-2018 Jun-2023 On track after COVID delays

Legislative Compliance Framework

Maturity Mar-2019 Jun-2023 On track after COVID delays

Framework

Asset Management Planning

Internal control May-2020 Jun-2023 Progressing

Analysis

Fraud Risk Management Gap

Internal control Mar-2021 Jun-2023 On track

Project and Programme
Management

Maturity Oct-2021 Jun-2024 See separate report

Risk Reduction Measure & Treatment Type

Project planning including resource requirements completed for all projects. Conservative
worst case scenario applied. Backfilling considered where significant resource is required.

Very High Risk

CYBERSECURITY RISK UPDATE

* Council’s third-party security vendor has acknowledged the good work being completed by
the IS team in this quarter’s report

“The Information Services team are particularly proactive and have a very

mature attitude to cybersecurity. It is not uncommon for IT teams in New Zealand based

Digital programme

If the vendor lead time for booking resources continues to
extend then there will be significant delays getting issues
attendedtoina timeframe

Monthly program discussions held between WDC and TechOne to plan well in advance. Early
escalation of issues. Some elements of this outside of WDC control.

Very High Risk

organisations to be purely focused on delivering functionality (after all, that is what they are
often measured on). The team at Waipa District Council seem to have found what many IT

Digital programme

If supply chain delays means it is difficult to get hardware ina
timely manner, then projects which require new hardware will
be delayed.

Project scoping used to indicate hardware requirements earlier to provide more time for
acquiring equipment. Some elements outside of WDC control.

Very High Risk

teams find extremely difficult - the pragmatic balance between user functionality and security
- the sweet spot that enables the organisation to function, safely.”

Waipa Community
Spatial Plan

If COVID-19 is not successfully contained within Waipa District,
then the number of those who contract the virus will increase
and morbidity rates may also rise; there will be adverse impacts
on the way we undertake our daily lives; there may be high
rates of absenteeism in the workplace as people become unwell
and/or are required to isolate; there will be restrictions on our
ability to connect in person; and people will prioritise what is
important to them.

Detailed project plan developed and implemented. In-house and external resourcing of core
project team, with ability to bring in additional resources from within the current providers
and wider if required to ensure business continuity. Regular and robust reporting to the PCG,
SP & Pand ARC. Ensuring access to a range of on-line tools. Monitor partners, staff and
stakeholders ability to participate in the project. An organisational recovery programme,
incorporating COVID-19 information sharing, is in place. The Western Waikato Civil Defence
provide ongoing capability, monitoring and
management. Council also has sound Crisis Management, and Business Continuity Planning

frameworks in place.

Very High Risk

External threat trends show PowerShell, a scripting language by Microsoft for system
administrators, is being exploited by opponents. WDC has existing controls and will review
the advisory from the National Cyber Security Centre (NCSC) for any further controls.
Phishing and credential harvesting continue to be most prevalent incidents.

IS continue to implement recommended improvements.

LITIGATION RISK UPDATE

There are currently three legal proceedings initiated in the Courts against Council relating to allegations of negligence. The claims seek damages of over $5 million, $2.5 million and $1 million
respectively.

Further information is provided in the Litigation update elsewhere in the agenda.

pcument Set ID: 10876341
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QUARTERLY RISK MANAGEMENT REPORT FOR MAY TO JULY 2022

STATUTORY TIMEFRAME COMPLIANCE (1 July 2021 to 30 June 2022)

Land Use & Subdivision
Consents

@

% Consents Linder 20 Days

9484

Total Applcations

601

Auverage Days Utilized
(inel. Extended Days)

35.82

Land Use Subdrision

348 253

Boundary Activity

&

9% Motices Under 10 Days

99.21

Total Motices
127

Average Days Utilised

11.47

% Notices Under 20 Days

Count LIMs

965

9048

% Non Urgent LIMs

‘ 100.00 ‘

LIMs Processed within Timeframes

b

% Urgent LIMs.

‘ 100.00 ‘

LiMs Within Timeframes

965

Average Days [To Date)

478

Total Motices

21

Average Days Utilised

16.57

Compliance
with
Protozoal
criteria

Parallel Rd [new)

ql

Karapirg

gl

Network
Zone
Compliance

Ohaupo Pukerimu Rural

¢ ¢

Oifficial Infarmation Requests

@

% Requests Within Timeframes

99.43
Within Timeframes

351

Commentary for those compliance performance measures not meeting target 2021/22:

Official Information Act Requests

* There was a total of 353 LGOIMA requests for the 2021/22 year, two of which did not meet target for the following reasons:
* For a cross departmental LGOIMA, due to the volume of information requested, the full 20 working days were required. Staff
were in touch with the requester, however, due to technical issues the response missed the 5pm cut off and was sent the

following morning. The requester acknowledged the apology.

An initial response was provided which met the statutory timeframe, however due to an error a corrective response was issued
13 June which Waipa considers to be the official response and exceeded timeframes by one day. The requester was satisfied

with the response.

Building Consents

* There have been 2,027 consents granted, of which 2,011 were granted within statutory timeframes. There were a number of
contributing factors for this result. The unexpected and unprecedented growth in the District has seen a significant increase in building
consents submitted, despite anticipating a drop in business post COVID. The significant increase in the volume of consent applications
within the Waipa District and New Zealand wide has put a strain on the capacity of staff and availability of contractors. Due to the COVID
Alert Level changes and technology issues along with consent numbers still exceeding our projected level we have not achieved the

target of 100%.

Resource Consents

* There has been a total of 749 resource consents and notices issued throughout the 2021/22 year, 34 of which have not met the
statutory timeframes. This is a result of increased workload and reduced resourcing throughout the year. Recruitment processes were
carried out to fill vacancies and contractors were also used to assist with consent processing.

Drinking Water Compliance

* The Membrane Plant experienced a PLC programming issue while it was still in the defects phase of the contract. The non-compliance
was highlighted as an item for priority to fix and amendment, the work being dependent on the contractors/consultants engaged to
rectify, as a technical non-compliance there was no risk to public. The programming issue has now been rectified.

The Karapiro water treatment plant failed to meet the required log credits due to a programming issue in May 2022, as a technical non-
compliance there was no risk to public. The programming issue has now been rectified.

* E.coli was detected during routine sampling. Extensive sampling and continuous data leading up to the incident, suggested that
Docus@Rtasninatesanater was highly unlikely at point of leaving the treatment plant and therefore that it occurred in the zone.

25

OMBUDSMAN COMPLAINTS

No Ombudsman complaints have been notified to Council this
quarter. There are two outstanding complaints to the Ombudsman
from previous quarters where we have not yet been notified of the
outcome.

PRIVACY

One minor privacy breach occurred on 24 June. This involved a
Zoom webinar invitation being sent to members of the public
which mistakenly showed other participants’ names and email
addresses. This was rectified on discovery and a new invitation
sent. The Privacy Commission was notified and no further action
was needed to be taken.

STATUTORY TIMEFRAME COMPLIANCE (YTD to 31
July 2022)

Boundary Activity

&

% Consents Under 20 Days | % Notices Under 10 Days | % Motices

‘ 100.00 ‘ ‘ 100,00 \

Total Motices

nder 20 Days

(Blank)

Tatal Notices

Average Days Utilsed 6 0
lincl Extended Cays)

33.54

eertagn Clock Dy Land Use

Tloez 20 8

Average Days Utised

6.17

#foverage Days Utilised

(Blank)

Subdivision

fficial information Reguests

g

% Requests Within Timedframes

LiMs Processed within Timeframes

]

% Non Urgent LIMs % Urgent Liks

100.00

Count LIMs LIMs Within Timeframes  Average Days (To Date)

54 54 4.81
Drinking Water Compliance — All Compliant

10000
9630

ChMs Within Timeframes

27 26

Commentary for those compliance performance measures not
meeting target YTD:

Official Information Requests

One LGOIMA request was issued outside of the statutory timeframes
due to a miscommunication internally regarding who was to issue
the response, the response was sent immediately once the delay
was notified.
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Risk Area and Statement Residual Trend
(current)

level
1  Inadequate staffing capacity and capability to deliver Council’s Extreme
objectives: If Council is not adequately resourced, both in terms of

capacity and capability, then this under resourcing may contribute to failure
and/or significantly increased costs to deliver service levels and key
projects.
Detail on each risk is set out on subsequent pages. 2  Failure to deliver the programme of capital works: If Council failsto  Very High
Monitoring and Review: plan for and deliver the proposed programme of capital works as prioritised
then this will impact the overall delivery of infrastructure to support
growth, level of service improvements and asset replacement.
* Quarterly Executive Team and Audit and Risk Committee reporting on risk management. 3 Risk to Financial Sustainability: If Council does not have sufficient Very High
liquidity and/or funding or debt levels are at a limit; has not planned
effectively for growth, including timing of infrastructure; has not completed
Note: that the Current Residual Risk Level for the majority of risks has been raised compared to last year’s Top Risk profile to more accurately reflect planned asset sales; or if an unseen event such as a disaster required
the current environment. funding then delivery of service levels and key projects may be significantly
impacted.
4  Failure to effectively engage with the community: If Council does not | Very High
effectively engage with the community, then the impacts of Council
decisions will not be understood, and with the current level of change
fatigue Council’s reputation and community engagement may be negatively
impacted.
5  Failure to manage an effective response to climate change Very High
impacts: If Council does not actively understand climate change impacts
and manage an effective response to these impacts then this may have
significant financial and reputational effects as well as adverse economic
and social impacts on the community.
6  Failure to give effect to Te Tiriti and build successful Iwi/Mana Very High
Whenua partnerships: If Council fails to give effect to Te Tiriti and build
and sustain partnerships with Iwi/Mana Whenua, including support of
developing capability and capacity internally and within Mana Whenua,
then Council will fail to meet its governance obligations and the ability to
operate and deliver key projects will be significantly impacted.
7  Failure of relationships with key stakeholders: If Council has a Very High
breakdown in relationships with key stakeholders, then Council’s ability to
operate and deliver services and projects effectively and within reasonable
timeframes will be significantly impacted with negative flow on impacts to
the community.
8  Failure to manage response to and the impacts of central High
government reforms: If Council does not prepare for, understand
impacts, and manage the response and transition to the reforms being led
by central government then this may have significant financial and
reputational effects on the organisation, as well as adverse economic and
social impacts on the community
9  Failure to manage Health and Safety and Wellbeing: If Council does  High
not have a strong health and safety and wellbeing culture and commitment
to keeping staff, contractors and members of the public safe and well for
Council controlled activities then there will be unacceptable injuries, poor
mental wellbeing and potentially fatalities with legal consequences.
10 Failure to protect information management assets: If information Medium
management assets are compromised through actions of staff or other
parties including cyber-security attacks, privacy breaches, data loss or

Rare Unl ikEI}' PﬂSSthE‘ ljkel.'. AImDﬁt corruption, or non-compliance of legislated obligations then Council’s
. delivery of services and reputation will be negatively impacted.
Certain

The following are the top risks to the achievement of Waipa District Council’s 2022/23 strategic priorities.

* Planned activity monitoring will occur through the existing business plan monitoring mechanism.

Severe

Major

Serious

CONSEQUENCE

Moderate

Minor

$i § = 3 3 33 313

LIKELIHOOD

kev: (@ InherentRisk  (0) Residual Risk @ Fesidval RiskatTarget @y Targer Risk level =
(without any {current risk Risk level (WDC risk appatite) a I p a

controls) level)
DISTRICT COUNCIL
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KEYS

Walpa's risk networking , o

— Staff capacity — Staff capacity and
and capability capability
— Delivery of — Delivery of Capital
Capital works works
— Risk to — Stakeholder
Financial Relationships
Stakeholder Sustainability = — Community
Relationships Engagement

‘ Health Safety &
‘A‘ wellbeing Higher velocity Risk Pathways
Community

i Information management —
Engagement ) Community Engagement
Delivery of Size of circle

capital works = Inherent Risk
Colour of circle
= = Residual Risk
= Risk Appetite
High risk
. Moderate risk

Response to Climate Low risk

change

Sustainability

Government Te '"I"|riti &
Reforms lwi/Mana
Whenua

Partnership

MNote: Size of bubbles indicate the individual risk impact and probability
prior to considering the “domino” effect of the risk cluster.

Diecument Classificatior: KPMG Confidential

Supporting comments:

Risk networks assists with more holistic risk management by illuminating an additional dimension which shows the impact risks have on each other. Groups of strongly related risks are
called risk “clusters. These are relevant because key failures are seldom the result of a single risk event but are more typically the consequence of a number of related risks
materialising at the same time. Whilst individual risks may not be regarded as significant due to their assessed likelihood and impact, it may change when the risks are considered in
combination considering clusters. Identifying and understanding these risk clusters drives the prioritisation and actions for risk mitigation measures to be implemented. Emitter risks
are critical risks to be managed as these could trigger some of the other risks within a risk cluster. Therefore, adequate assurance should be obtained to ensure these risks are managed
in an effective manner.




Audit & Risk Committee Public Agenda 30 September 2022 - Risk Management Update

ENTERPRISE RISK OWNER - Manager Human Resources Wc:llpa

DISTRICT COUNCIL
RISK DESCRIPTION RISK APPETITE

If Council is not adequately resourced, both in terms of capacity and capability, then this under resourcing may contribute to failure and/or
significantly increased costs to deliver service levels and key projects.

"WDC appreciates the challenge of attracting

KEY RISK DRIVERS
PEOPLE

Staff turnover
Salary expectations
Workload imbalances

Calibre and volume of applicants

PROCESS

Workflow and workload balancing

Right sizing of workforce

Recruitment options and mix of internal and
external appointments

Alternative benefits to attract and retain staff

TOPRISK 1

Inadequate staffing

capacity and
capability to deliver

RISK IMPACTS

Staff wellbeing,
health and safety
compromised

Non delivery of
services, and/or
projects
Dependence on
external contractor
support

Additional workload
for existing staff to
cover vacancies

and retaining the right employees to
Council, consequently it is willing to accept
a very high level of target residual risk in
the current labour market. Retention is also
more important in the current environment.

Effort is currently underway to reinforce the
existing alternative strategies to attract new
staff and retain existing talent as part of
Council’s employee value proposition to
mitigate this risk.

The risk appetite is driven by the potential
for non-delivery and reputational damage of
Council’s objectives as well as the potential
financial impacts.

Negative financial
impacts BRISKASSESSHENT
Equity disparity
between new Inherent Risk
recruits and existing

s Residual Risk
Reputational damage

Council’s objectives

EXTERNAL

Establishment of new water agencies

Constrained labour market

Low unemployment rate
Immigration settings

Movement between Councils in Waikato Region

Target risk Very High

CURRENT MITIGATIONS AND CONTROLS SIGNIFICANT PLANNED ADDITIONAL MITIGATIONS - 22/23 Year

¢ Current business model takes an account management approach for HR; each business unit is allocated an HR .
advisor to support addressing capacity and capability challenges, including workforce planning considerations: Action Owner

impending retirements, exits, cadetships, interns, identifying successors/leaders, and development and/or career Enhance Council’s Employee Value Proposition to support staff

progression needs - Mgr HR
= Ongoing conversations on staffing through the regular ET and Managers’ meeting forums. retention
* The organisation ensures department redesigns are based on the most appropriate department structure to Advance flexible working arrangements policy Mgr HR
achieve respective workloads
* Where required external resource is contracted in when internal resourcing is inadequate to deliver key Pou Tataki implementation with policy rationalization Mgr HR/GM BS

outcomes
* Alternative remuneration and benefits for employees part of Council’s EVP
* Values feeding into policy rationalisation for managing staff behaviours and decision making
* Leadership team using PDR to identify personal development for staff

KEY RISKINDICATORS _________________________| sille/resources when festructuring o
KEY RISK INDICATORS Leadership

* Staff turnover Resource constraints reported early to Executive Team so allocation

¢ Percentage of recruitment internal appointments decisions are made

Document Set KD: Wé@\gagement level
Version: 12, Version Date: 24/08/2022

HRP TechOne project — progress implementation and roll out of LMS Mgr HR

Departments look holistically across the organisation for Leadership

Team
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1Ly

ENTERPRISE RISK OWNER - Group Manager Service Delivery wapa

DISTRICT COUNCIL
RISK DESCRIPTION RISK APPETITE

If Council fails to plan for and deliver the proposed programme of capital works as prioritised then this will impact on the overall delivery of WDC appreciates the challenge of delivering the
infrastructure to support growth, level of service improvements and asset replacement. ambitious capital works programme in the current

Long Term Plan and is willing to accept a high level
of risk. There are capacity, supply chain and

KEY RlSK DRIVE RS RlSK |M PACTS economic constraints that may impact the quantum

that can be delivered versus the programme

PEOPLE planned.

* Specialist role shortages The level of uncertainty for the delivery of projects

« Capacity gaps in the current environment given the impacts of
COVIID on the economy, supply chain, labour
market, and overall work programme also leads to
the acceptance of a very high level of current
residual risk. A number of risk drivers are out of
Council's direct control. There are also increased

; ; Negative financial expectations from accelerating unplanned projects
Quality of business cases and application of project Failure to deliver outcome from government and Council placing more pressure

management framework the prioritized Reputation damage on delivery.

Ambitions quantum that can be delivered — capacity Community outcomes

. The risk appetite is driven by the potential for non-
: rogramme of
EOMSIEIES Prog not delivered delivery, reputational damage and financial impacts.

EXTERNAL Q capital works.

PROCESS

* Timing and prioritisation of projects Non delivery of
Resourcing to deliver within planned timeframes TOP RISK 2 planned projects
Adequacy of planning

Market constraints

Growth of district — rate and quantum Inherent Risk

Development timing or failure resulting in unnecessary expenditure

Immigration settings Residual Risk
Supply chain and economic impacts of COVID

Accelerated planning and unplanned expectations from
Govt/Council

CURRENT MITIGATIONS AND CONTROLS SIGNIFICANT PLANNED ADDITIONAL MITIGATIONS - 22/23 Year

* Clear key capital project programme governance structure and reporting has been implemented

Target risk High

to support best practice project delivery Action Owner
* Planning across financial years to provide more certainty of resource requirements and pipeline Cycling — Te Awamutu/ Nga Roto/ Pirongia connection GM SD
for developers Urban Mobility Network — confirm and commence GM SD
* Where required external resources contracted in where internal resourcing is inadequate to Complete upgrades of Te Awamutu and Cambridge skate parks. Confirm location GM C&CS
deliver key outcomes and concept for Kihikihi and Pirongia Skate Parks
* Monthly reporting to the executive, and quarterly reporting to ARC on capital project delivery Progress the development of the 2024-34 LTP i GM Strategy
including tracking of spend against the Annual Plan/LTP and approved reforecast Western Arterial Designation (northern section) uplifting underway Mgr Transport
* BI PCG established to provide governance to the digital change projects Cambridge Strategic Transport Network Review Business case Mgr Transport
Kihikihi township — stormwater enabling works Mgr Water
Southern Sub Regional W WTP — Land purchase and designation Mgr Water
The Key Risk Indicators identified are trends in the following measures: Monitoring of the LTP assumptions and highlighting subsequent actions GM BS

* Monitoring of assumptions used in preparing LTP
¢ The 22/23 Annual Plan is delivered within budget, capex projects targets and 75% of level of service

Document Set ID: 10854729
Version: 12, Version Date: 24/08/2022

Progressing and enabling the urban development in growth cells GM DG&R
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ENTERPRISE RISK OWNER - Group Manager Business Support wapa

DISTRICT COUNCIL
RISK DESCRIPTION RISK APPETITE

If Council does not have sufficient liquidity and/or funding or debt levels are at limit; has not planned effectively for growth, including timing of
infrastructure; has not completed planned asset sales; or if an unforeseen event such as a disaster requires funding then delivery of service WDC appreciates the challenge of delivering
levels and key projects may be significantly impacted. services and projects in a time of growth
but also in a time of uncertainty due to the

KEY RISK DRIVERS RISK IMPACTS long-term effects of COVID.
PEOPLE

* Capacity gaps
* Workload imbalances and overload

As per the Long Term Plan Council’s debt
levels are steadily increasing therefore there
are less financial contingencies in place.
There is limited control by Council of the

PROCESS financial impacts of COVID.

Rates remission levels

Non delivery of

projects Council is willing to accept a high level of
Negative financial risk as reinforced by the financial
parameters approved though the 2021-31
LTP. Focus is on ensuring council services are
run prudently.

TOP RISK 3
Risk to

Rates collection levels

Debt levels

outcome

Cash flow

Financial

. s Reputation damage
Sustainability

Lowered levels of

Service SRISK ASSESSMENT S

Staffing reduced
Inherent Risk -

Residual Risk Very High

EXTERNAL

Economic and market factors

Developer financial viability and revenue from
Development Contributions

Growth of district — rate and quantum

Development timing or failure resulting in
unnecessary expenditure
Unforeseen event

Potential exposure for liability from legal claims

Target risk High

CURRENT MITIGATIONS AND CONTROLS SIGNIFICANT PLANNED ADDITIONAL MITIGATIONS - 22/23 Year

Current Key Mitigations in place on an ongoing basis: Action
Robust discussion and assessment of the assumptions contained within the Annual and 10-Year plans.
Monitoring and reporting of assumptions for LTP Monitoring of the LTP assumptions and highlighting subsequent actions Mgr Finance

Financial policies adopted during LTP inform decision making Internal audit programme completed as per the audit plan: and improvement

Modular design for expansion of treatment plants o A ) GM BS
Improved financial reporting through technology investments plan /Strateg'es |mplementat|on monitored and reported
Monthly KRI reporting to the Finance and Corporate Committee

Y porting P Commence the development of the 2023/24 Annual Plan Mgr Strategy

KEY RISK INDICATORS Property sales are achieved in line with the Property Strategy which sets the Mgr Property

course for realising asset sales revenue and ensuring the highest best use and

The Key Risk Indicators identified are trends in the following measures: optimised returns from council owned properties Projects
¢ Actual against debt benchmark GM DG&R
* Budget tual vari f ti d . . .

ucget vs actual variance for operations and capex ! - , Progressing and enabling the urban development in growth cells Mgr DP&G
* Expected Revenue drops by 15% or more to trigger activation of Business Continuity Plan — monitored through PRENG

* number of building and resource consents - —
Implement the council approved work programme for the Waipa District Plan

* rates collection rates &
. Mgr DP&G
« development contributions actual vs budget variance Changes and process private plan change requests
Document Set ID» 1d84@ndtoring that 80% of growth cell is full before next cell opened Manage legal claims closely to limit liability GM BS

Version: 12, Version Date: 24/08/2022
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ENTERPRISE RISK OWNER - Group Manager Customer and Community Services

RISK DESCRIPTION

If Council does not effectively engage with the community, then the impacts of Council decisions will not be understood, and with the current level of
change fatigue Council’s reputation and community engagement may be negatively impacted.

Audit & Risk Committee Public Agenda 30 September 2022 - Risk Management Update

g
Waipa

DISTRICT COUNCIL

RISK APPETITE

WDC recognises the need to take a proactive
approach to understanding our customer and

KEY RISK DRIVERS

PEOPLE

Customers' knowledge of and engagement with
Council

Staff response to customers — timeliness and quality of
interaction

Customer is not front of mind

Capacity and capability of staff

Bad behaviour by some customers

TOP RISK 4

PROCESS

Inconsistent customer experience

Failure to
effectively
engage with the
community

Transparency of decision making

Communication channels and uptake of messaging

EXTERNAL

Market constraints

Changes by third parties blamed on Council e.g. removal of
cheques, some mandates

Volume and tone of messages from central government

Future of Local Government reform

community requirements and issues, to enable
RlSK lM PACTS Council to engage and listen to the community.
Council recognises the challenge of effective
community engagement including explaining
what Council provides and being transparent
with decision making. The environment of
increasing mistrust in authorities, amount of
misinformation and the level of change fatigue
within the community has increased the level
of inherent risk.
* Reputation damage
and trust in the

organisation

Council accepts a high target residual risk as
engagement with the Community is critical to
achieving its objectives, but lowering the risk
further includes some factors outside of
Council’s control.

QLRISKASSESSMENT e

Inherent Risk -

Residual Risk

¢ Dissatisfied
residents/customers

Very High

Target risk High

CURRENT MITIGATIONS AND CONTROLS

Current Key Mitigations in place on an ongoing basis:

Ongoing resident satisfaction surveying

One-off customer surveying where further information is sought e.g. communication styles, post
transaction surveying

Community vision, outcomes and external strategic priorities confirmed with community consultation
Ongoing investment in Community engagement activity for key activities and decisions

Multiple avenues for the Community to engage with Council on an ongoing basis

Community concept plans developed with communities

KEY RISK INDICATORS

The Key Risk Indicators identified are trends in the following measures:
* Resident perception survey indicators

* Number of views of streamed meetings

Document Set ID: 10854729
Version: 12, Version Date: 24/08/2022
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SIGNIFICANT PLANNED ADDITIONAL MITIGATIONS - 22/23 Year

Support response to the Future of Local Government Reform GM C&CS
Leading the development of Ahu Ake (Waipa Community Spatial Plan) in partnership with
Mana Whenua and Iwi, including: the evaluation of possible future scenarios: the
identification of an emerging preferred scenario: and adopting the best practice approach
to stakeholder engagement and community consultation

GM Strategy

Advance external communication plan Mgr C&E
Advance internal communication strategy Mgr C&E
Advance and adopt a customer experience strategy Mgr C&E
Community advisors continue to build strategic alliances with key stakeholders and deliver GM C&CS

projects to enhance community resilience and well-being
Promote a successful local government election and induction programme

Mgr Governance

Complete stakeholder mapping Mgr SP

Implement Community Board Review GM BS




RISK DESCRIPTION

If Council does not actively understand climate change impacts and manage an effective response to these impacts then this may have
significant financial and reputational effects as well as adverse economic and social impacts on the community.
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ENTERPRISE RISK OWNER - Group Manager Strategy

KEY RISK DRIVERS
PEOPLE

¢ Lack of understanding of impacts of climate change on [ ]
the organisation and the district ..
¢ Capacity and capability to analyse impacts of climate
change when planning

PROCESS

Requires significant cross organisational collaboration

TOP RISK 5

Failure to manage
an effective
response to

climate change
impacts

Assessing WDC carbon footprint

Legislative compliance with risk reporting

Financial pressures resulting from Covid-19 impact on

ability to complete climate change projects

Clarity of governance

EXTERNAL

Highlighted as an issue by the community — increasing
expectations

Central Government response and requirements increasing
Peer Councils response and planning

Expert opinions and global knowledge of impacts

Projected growth and developments

Impact on assets being experienced now

Impact on vulnerable communities

RISK IMPACTS

Negative financial

outcome

Reputation damage
Social and economic,

cultural and
environmental

wellbeing reduced
Legislative non-

compliance

* U
Waipa

RISK APPETITE

Climate change events could have a substantial
effect on WDC and its community and impacts
are now being experienced. With increasing
expectations from central government and
community the option of delaying an effective
response to climate change is no longer viable.

Council will include climate change in planning
for infrastructure and the community and
make some investment and resource to start
lowering the appetite over the next year. This
includes responding to reporting requirements.

The activity to mitigate against climate change
is increasing within Council who has an
aspirational target residual risk level of high
given the current constraints and ability to
achieve a lower risk appetite.

QLRISKASSESSMENT e

Inherent Risk -

Residual Risk

Very High

Target risk High

CURRENT MITIGATIONS AND CONTROLS

Current Key Mitigations in place on an ongoing basis:

Monitoring reputable available information and collaborating with other Councils and Local
Government organisations to provide an informed response

Assess impact of risk reporting requirements from the Climate Change Response (Zero Carbon)
Amendment Act 2019 (CCRA)

Flood view finder released to allow residents to understand potential flooding impacts.

Carbon emission baselining and monitoring in place

Carbon reduction working group is in place and actively researching ideas for future implementation
Workstreams established to progress carbon emission reduction workplans

KEY RISK INDICATORS

The Key Risk Indicators identified are trends in the following measures:
* Changes in baseline carbon footprint
* Projects delivering climate change response or future proofing

Document Set 10" 1053iRte change reporting requests from Ministry for Environment
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Action

Advance carbon reduction work

SIGNIFICANT PLANNED ADDITIONAL MITIGATIONS - 22/23 Year

Owner

GM SD

Food waste collection feasibility study outcomes implemented in preparation for 2024 LTP | Mgr Transport

Business Case template updated to provide for carbon assessments GM SD

Waipa DC Carbon Emissions report to 30 June 2022 prepared and reported GM SD

Lead the development of the Environment Strategy (including implementation plan) for Mgr Strategy
adoption by 30 June 2023

Implementation of the Transport Strategy Mgr Transport
Emissions Reduction Plan implementation GM SD

Carbon reduction targets agreed by Council

GM Strategy
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ENTERPRISE RISK OWNER - Group Manager Strategy wapa

RISK DESCRIPTION RISK APPETITE
If Council fails to give effect to Te Tiriti o Waitangi and build and sustain partnerships with lwi/Mana Whenua, including support of
developing capability and capacity internally and within Mana Whenua and Iwi, then Council will fail to meet its legislative and governance
obligations and the ability to operate and deliver key projects will be significantly impacted.

As Council’s Mana Whenua and Iwi
partnerships are so critical WDC has a medium
appetite for the impacts of this risk but

KEY RlSK DRlVE RS RlSK |MPACTS acknowledges that this an aspirational target

residual risk level that may not be obtained.
PEOPLE

Building capacity and capability internally and
within Mana Whenua is required for
sustainable partnerships that also drive a
medium target risk level.

Capacity and capability of staff to engage
Limited understanding by staff of Te Tiriti o
Waitangi, Tikanga and Tangata Whenua
Resourcing and affordability to engage

Capacity and capability of Mana Whenua and Iwi

The mitigations are based on strengthening the
relationships with Iwi within current
resourcing/environment which will equate to a
Council Target Residual Risk level of high as
being more realistically achievable this year.

TOP RISK 6

Failure to give
effect to Te Tiriti o

* Non delivery or
delayed delivery of
projects

PROCESS

Time taken to build relationships

Inclusion/Omission of lwi/Mana Whenua in

Waitangi and build
successful Mana
Whenua and Iwi

* Reputation damage
* Judicial challenge

planning of projects

Resource consent requirements

RRISKASSESSMENT _______ poee

partnerships
EXTERNAL Inherent Risk Very High
e Treaty Settlements
* Central government reforms Residual Risk Very ngh
* COVID-19 recovery disproportionately impacting
Iwi Target risk High

e —— SIGNIFICANT PLANNED ADDITIONAL MITIGATIONS - 22/23 Year

Current Key Mitigations in place on an ongoing basis: )
¢ Council has a dedicated role and staff focusing on building and maintaining effective relationships with key partners including Act Owner
Iwi

Liaise with central government representatives and local philanthropic funders to determine

* Council has established a number of partnership forums including NITOW and the Iwi Consultative Committee and also has X R y X GM C&CS
ongoing involvement (as an interested party) with Treaty negotiations potential funding avenues for the fit out of Te Ara Wai

* Engagement with Iwi incorporated into Council’s communication plan for key projects where the project is of interest to Iwi. Community advisors continue to build strategic alliances with key stakeholders and deliver GM C&CS

* Te Ara Wai Governance Committee representation projects to enhance community resilience and well-being

* Atrisk projects identified and planned for appropriately

* Council’s adopted Significance and Engagement policy guides Council as to the level of engagement required for different Leading the development of Ahu Ake (Waipa Community Spatial Plan) in partnership with Mana
scenarios Whenua and Iwi, including: the evaluation of possible future scenarios: the identification of an GM Strate

* Active partner in JMAs with Waikato Tainui, Raukawa and Maniapoto emerging preferred scenario: and adopting a best practice approach to stakeholder engagement gy

* Te Kanohi are appointed and participate in all major committees and community consultation

* Maori Ward representation from 2022

Continue to grow tikanga and cultural awareness in the organisation through the delivery of
KEY RISK INDICATORS Tikanga and TE Reo training and practice Mer SP

The Key Risk Indicators identified are trends in the following measures: Advance the Tangata Whenua partnership model, adopting a principle based approach to Maer SP
* Resident perception survey indicators engagement g
¢ Ad hoc sentiment

Complete stakeholder mapping Mgr SP

Document Sef DRI surveying
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If Council has a breakdown in relationships with key stakeholders, then Council’s ability to operate and deliver services and projects effectively
and within reasonable timeframes will be significantly impacted with negative flow on impacts to the community.
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ENTERPRISE RISK OWNER - Group Manager Strategy

RISK DESCRIPTION

KEY RISK DRIVERS
PEOPLE

Lack of understanding of who key stakeholders
and partners are

Capacity and capability of staff to respond
Availability of key stakeholders to engage
Constraints within teams leading consultation

PROCESS

Time taken to build relationships

TOP RISK 7

Failure of
relationships
with key
stakeholders

Lack of visibility of all interactions with key
stakeholders across the organisation

Lack of engagement with key stakeholders across
Council

Resourcing and affordability to collaborate
Lack of communication and engagement
strategy

EXTERNAL

* Key stakeholders commitment to relationship

this risk.

RISK IMPACTS

The level of change being driven

relationships has increased the ¢
risk this year.

Delivery of projects
and services that don’t
meet stakeholder
expectations

Continued capacity constraints a
increase in residual risk.

However, the time and cost of m

Negative financial sustaining these relationships mean that the
target residual risk level is more realistically

outcome
Reputation damaged high.

RISK APPETITE

Council’s relationships are so critical WDC has
an aspirational low appetite for the impacts of

government and need for effective

Ly
Waipa

DISTRICT COUNCIL

by central

urrent residual
Iso drive the

anaging and

Decision making is
inappropriate

[Risk assEssMenT AN
Inherent Risk Very High

Residual Risk Very High

Target risk

High

CURRENT MITIGATIONS AND CONTRO

Current Key Mitigations in place on an ongoing basis:

Council has a dedicated role and staff focusing on building and maintaining effective relationships with key stakeholders
and partners

Te Ara Wai Governance Committee has been established supported by an engagement programme

At risk projects identified and planned for appropriately

Council’s adopted Significance and Engagement policy guides Council as to the level of engagement required for different
scenarios

Input into Co-Lab services and performance, including invite to Co-Lab CE to visit Executive Team every six months to build
relationship

Business Development Manager role focused on building relationships for economic growth initiatives

Community Advisors have been made permanent to develop deep, lasting community relationships

KEY RISK INDICATORS

The Key Risk Indicators identified are trends in the following measures:

Resident perception survey indicators
Ad hoc sentiment
Engagement plans for high risk projects identified and adopted

Document Set ID: 10854729
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SIGNIFICANT PLANNED ADDITIONAL MITIGATIONS - 22/23 Year

Action’

Owner

Advance external communication plan Mgr C&E
Advance and adopt a customer experience strategy Mgr C&E
Community advisors continue to build strategic alliances with key stakeholders and

. . . L . GM C&CS
deliver projects to enhance community resilience and well-being
Liaise with central government representatives and local philanthropic funders to GM'S, Mgr SP
determine potential funding avenues for the fit out of Te Ara Wai. !
Provide strategic input into the induction programme for the new council GM S, Mgr SP
Complete the review and commence the implementation of the Economic Wellbeing

Mgr Strat

Strategy
A Transition plan is agreed and implemented with newly created Cambridge Town Hall
Community Trust to enable the ongoing partnership that activates the Cambridge Town | Mgr PS
Hall Society
Opportunities to advance affordable and social housing in the Waipa district progressed Mer PP
with the support of the Housing Working Groups
Complete Stakeholder mapping Mgr SP
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ENTERPRISE RISK OWNER - Chief Executive

RISK DESCRIPTION

If Council does not prepare for, understand impacts, and manage the response and transition to the reforms being led by central government then this
may have significant financial and reputational effects on the organisation, as well as adverse economic and social impacts on the community.

KEY RISK DRIVERS
PEOPLE

Lack of understanding of impacts of local government
review and proposed reforms on the organisation and
the district

Capacity and capability to analyse impacts of review
Uncertainty for staff

TOP RISK 8

PROCESS Failure to manage
* Requires significant cross organisational collaboration P response to and the

¢ Uncertainty for strategy and plan development impacts of central

government
reforms

EXTERNAL

Increased emphasis on 4 well beings

Community expectations

Central Government response and requirements
increasing

Peer Councils response and planning

Expert opinions and sector knowledge of impacts

Projected growth and developments

RISK IMPACTS

Negative financial
outcome

Reputation damage
Community wellbeing
reduced (4 well
beings)

External relationships
affected

Staff reduction or
redeployment

7 U
Waipa
DISTRICT COUNCIL

RISK APPETITE

The level of uncertainty around future of local
government once 3-waters is removed is very
high with the current review timed to take two
years. WDC recognises the challenges facing
the sector with these changes and will
proactively manage what this means for the
organisation and district..

Council will undertake ongoing monitoring of
the situation and be proactive in planning for
any changes.

Due to the level of uncertainty and that the
changes are largely outside of Council’s control
it will accept a high level of risk appetite. This
will be reviewed as further clarity of the
reforms is received.

QLRISKASSESSMENT e

Inherent Risk Very High
Residual Risk High
Target risk High

CURRENT MITIGATIONS AND CONTROLS

Current Key Mitigations in place on an ongoing basis:

* Agreement to be part of response unit to manage Council’s response to reforms and inform
decision making

* Stranded asset identification and response management with Co-Lab

KEY RISK INDICATORS

The Key Risk Indicators identified are trends in the following measures:
* Monitoring of stranded asset progress with Co-Lab

Document Set ID: 10854729
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SIGNIFICANT PLANNED ADDITIONAL MITIGATIONS - 22/23 Year

Action Owner
Manage response and transition to three waters reform — funding approved by GM SD
Government

Decision by Elected Members on use of Better Off (Water Reform) funding determined by GM SD
September 2022

Manage response to the Future of Local Government Reform Executive Team
Providing strategic input to three waters reform, RMA reform, and the Future of Local GM Strategy

Government review

Preparation of a Future Development Strategy to meet the requirements of the NPS-UD Mgr Str

Commence the review of Waipa 2050 Growth Strategy following the development of Ahu Mgr Str
Ake (Waipa Community Spatial Plan) and the Future Development Strategy

Managing Council’s response to the proposed RMA reforms and understanding the impact | GM DG&R & Mgr
on the organisation including any National Directions or the Protection of High Quality Soils | DP&G

and Indigenous Biodiversity

Role established for managing Future of Local Government reforms GM Strategy




Audit & Risk Committee Public Agenda 30 September 2022 - Risk Management Update

ENTERPRISE RISK OWNER - Manager Human Resources

If Council does not have a strong health and safety and wellbeing culture and commitment to keeping staff, contractors and members of the
public safe and well for Council controlled activities then there will be unacceptable injuries, poor mental wellbeing and potentially fatalities
with legal consequences.

KEY RISK DRIVERS RISK IMPACTS

PEOPLE

Human error

Lack of training

Inadequate management/leadership
Ineffective H&S committee

Ongoing impact of COVID and pace of change
on staff, including rising aggression levels from
customers

Workloads

Reputational damage
Prosecution if serious
injury/fatality

Social and economic
consequence to
injured

Poor Mental
wellbeing

TOP RISK 9

Failure to
PROCESS

Inconsistent or poor SoPs and documented

manage Health
and Safety and

RISK DESCRIPTION RISK APPETITE

Ly
Waipa

DISTRICT COUNCIL

WDC has an objective to minimize the risk that
may result in serious injury or harm any staff
member or Council controlled activity.

Minimizing harm is part of Council’s culture,
due to the impact of serious injury or a fatality
the target residual risk is medium. Whilst
Council supports a zero harm goal it recognises
that the cost of driving the target risk to low is
not sustainable.

Current strategies and efforts are implemented
to embed and sustain a health and safety
culture. The emphasis this year is on staff
wellbeing which has increased the current
residual risk to reflect the ongoing impact of
COVID and the pace of change within Council.

processes

Wellbeing

Inadequate H&S plans

Contractor pre-qualification process

EXTERNAL

WorkSafe requirements

Contractors — inadequate safety protocols in
place

Personal stressors outside of work environment

QLRISKASSESSMENT e

Inherent Risk -

Residual Risk High

Target risk Medium

CURRENT MITIGATIONS AND CONTROLS SIGNIFICANT PLANNED ADDITIO MITIGATIO 22/23 Year

il Key Mltlgatlons . place itor OngOing baSIS:
* Due Diligence Plan in place — monitoring through Executive Team meetings and reported on at Finance &

Corporate Committee meetings Advance staff well-being programme Mgr HR
* Two experienced H&S advisors; each aligned to respective business units Review and reinforce processes for dealing with bullying and intimidating behaviour | Mgr HR
* “Garry’s Health and Safety Commitment” and “H&S, it’s Vital” brand Continuing Progress; SafePlus Recommendations Mer HR

* Annual H&S Committee objectives; Committee meetings held on a quarterly basis with representation from

across the organisation

* H&S electronic reporting and recording system (TRAX) program, and embedding our values

Support the advancement of flexible working arrangement policy, staff well-being | Executive Team

* Staff health monitoring programme in place

Near miss reporting project to embed H&S culture Mgr HR

* Formal H&S reporting to the Executive Team (monthly), Finance & Corporate Committee (four-month report) Lone worker devices active and body camera trials Mgr Compliance

» Staff H&S pulse assessed through the annual staff engagement survey

* H&S related policies, training and implementation KEY RISK INDICATORS
* WHLASS Health & Safety Management Framework adopted

* Organisation-wide top health and safety risks identified; mitigation measures incorporated into H&S business

The Key Risk Indicators identified are trends in the following measures:

plan * Lead and Lag indicators reported in Health and Safety report to Council

* Updated internal audit shows improvement to overall rating

Document Set ID: 10854729 to Council
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* KPMG SafePlus Follow up Audit Recommendations — Actions progressed as per workplan and reported
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ENTERPRISE RISK OWNER - Group Manager Business Support

ty
Waipa

DISTRICT COUNCIL

RISK DESCRIPTION

If information management assets are compromised through actions of staff or other parties including cyber-security attacks, privacy
breaches, data loss or corruption, or non-compliance of legislated obligations then Council’s delivery of services and reputation will be

negatively impacted.

RISK APPETITE

WDC manages a range of information and data
pertaining to its own activities and that of its

KEY RISK DRIVERS
PEOPLE

* Human error or other actions of staff
* Privacy breach

* Non-compliance with process and policy

PROCESS

¢ Insufficient controls

TOP RISK 10

Failure to protect

¢ Outdated controls

stakeholders which is one of its most valuable
assets. Investment in technology is ongoing
and strategically driven by the digital roadmap.
This investment is also a critical component of
organisational resilience. Having secure and
robust systems are critical to this.

RISK IMPACTS

Although it is deemed to be an unlikely target
for information management breaches and
cyber risk (compared to other organisations)
Council has an aspirational low to medium
appetite for cyber risks and compliance.
However, the level of investment required to

Theft, ransom demands
Loss of data or
intellectual property
Compromised service

information delivery drive this risk down further drives acceptance
management Property Loss of this risk at a target residual risk of medium.
assets Legal repercussions
Reputationaldamage W aiScaSSESSMENT
Inherent Risk Very High
EXTERNAL
e Third party vendor requirements Residual Risk Medium
* Cyber security attacks
* Global environment of increased state attacks Ta rget risk Medium
CURRENT MITIGATIONS AND CONTROLS SIGNIFICANT PLANNED ADDITIONAL MITIGATIONS - 22/23 Year
Council actively mitigates against information management risk on an ongoing basis. These mitigants Action owner
include:
* The implementation of up-to-date firewalls, anti-virus software and operating system patching Delivery of the Digital Roadmap and continued focus on improving GM BS
* Organisational internal and external policies aligned with best practice security controls existing systems
* Policy awareness and education campaigns Cyber security compliance Mgr IS
* Auditing and monitoring of systems and controls Everything in its Place initiative (EIIP) — moving from setting the
* Regular hardware, software and network renewal programme reduces the risk of vulnerability to attack. groundwork up to more of a compliance and reporting focus Megr IS
* Active testing programme in place with critical security vulnerabilities closed as identified ICT Vendor Roadmaps — 12 Month forward looking calendar Megr IS

* Security consulting partner contract in place

* Cyber security improvement programme rolled out in conjunction with WLASS
* Privacy impact assessments completed as part of each digital project

* Training in Privacy and LGOIMA obligations with staff

* Cross Council tabletop exercise to test response and resilience

* High uptake of phishing training and test emails

KEY RISK INDICATORS

The Key Risk Indicators identified are trends in the following measures:
* Number of security incidents and corrective actions identified
* Trends in security risks and vulnerabilities as per quarterly compliance reporting (internal and external)
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APPENDIX 1: RISK ASSESSMENT AT WAIPA

Likelihood Assessment

LIKELIHOOD RATING

LIKELIHOOD PERCENTAGE

STRATEGIC

Probability of the risk
occurring

OPERATIONAL

Probability of the risk
occurring

PROJECT

Probability of the risk
occurring

Almost certain

AC

=95%

It is almost certain to occur in
most circumstances in the next
three years.

It is almost certain to occur in
most circumstances in the next
year.

In relation to Health and
Safety risks, definite
probability, very limited or no
controls. Has happened in the
past and no compensating
controls were implemented.
Without additional controls
the event is expected to occur
in most circumstances. Is
expected to occur again within
a short period of time (likely to
occur at least once in the next
3 months).

It is almost certain to occur in
most circumstances during the
life of the project.

Likely

75% -95%

The event will likely occur
sometime in the next three
years

The event will likely occur
sometime in the next year.

In relation to Health and
Safety risks, event will
probably occur in most
circumstances. Weak controls
e.g. be careful. No auditing
carried out to provide
assurances. With existing
controls in place this event will
probably still occur with some
certainty.

The event will likely occur
sometime during the life of the
project.
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LIKELIHOOD RATING

LIKELIHOOD PERCENTAGE

STRATEGIC

Probability of the risk
occurring

Audit & Risk Committee Public Agenda 30 September 2022 - Risk Management Update

OPERATIONAL
Probability of the risk
occurring

PROJECT
Probability of the risk
occurring

Possible

25%-75%

Possibly occur sometime in the
next three years.

Possibly occur sometime in the
next year.

In relation to Health and
Safety risks, event could occur
in some circumstances.
Minimal controls. Event has
occurred in other Councils or
industries with similar levels of
controls in place. Is expected
to occur within the next 1 - 2
years.

Possibly occur sometime
during the life of the project.

Unlikely

5% - 25%

Unlikely to occur in the next
three years

Unlikely to occur in the next
year.

In relation to Health and
Safety risks, event could occur
in some circumstances,
however more likely through
human error by not following
the controls. Event has not
occurred in the business, but
could in some circumstancesin
the next 2 - 5 years.

Unlikely to occur during the
life of the project.

Rare

0% — 5%

Would occur only in rare
circumstances in the next
three years

Would occur only in rare
circumstances in the next year.
In relation to Health and
Safety risks, event may occur
in some exceptional
circumstances e.g. serious
assault. Improbably: a very
small chance of events
occurring that may be caused
by events not previously seen
or certain conditions. Despite
effective controls being used
an external event or
uncontrollable event could
occur.

Would ocecur only in rare
circumstances during the life
of the project
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Matrix — Consequence if the risk occurs

CONSEQUENCE RATING

Serous

High level rating Manageable through Event with consequences | Significant event which Critical event which can Disaster with potential to
definitions routine procedures, which can be readily can be managed under be endured with proper lead to business failure
unlikely to require specific | absorbed, but which normal circumstances management
application of resources reguire management
effort to minimise the
impact
People and Culture - First Aid injury. Injury not | Medical Treatment injury. | Restricted duties injury. Lost Time injury or illness. | Fatality or Permanent
Health and Safety and reguiring medical Injury requiring short Injuries reguiring Health - Infrequent Disability. Health -
Wellbeing treatment. Health - term medical treatment extended treatment. (monthly) contact with Frequent (daily) contact
Infrequent contact with with some lost time. Health - Moderate the hazard at very high with the hazard at very
the hazard at low Health - Frequent (daily) (weekly) contact with the | concentration. Frequent high concentration.
concentration. contact with the hazard at | hazard at moderate contact with the hazard at
low concentration. concentration. moderate concentration.

Governance, reputation,
legislative compliance

Mo impact on public
confidence or media

Minor impact on public
confidence and media

Some impact on public
confidence, reflected by

Major impact on public
confidence resulting in

Critical impact on public
confidence, resulting in

environment

impact on the
environment

importance with possible
regulatory intervention

regional importance with
possible regulatory
intervention

and control attention attention. May be some local media and some national media significant national media
local coverage - not front | community interest in the | coverage and Central Government
page. Council’s performance attention e.g. through an
inquiry and/or
appointment of a
Commissioner
Environment Little or no impact on the | Short-term or minor Serious damage of local Serious damage of Permanent damage

requiring ongoing
remediation and
monitoring with
regulatory involvement

P
Waipa

DISTRICT COUNCIL
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CONSEQUENCE RATING

Serious
3

Planning and strategy
including changes in
central government policy

Negligible impact on
outcomes and handled
within normal operations

Temporary impact on
long- term levels of
service, with limited
community interest and
media attention

Moticeable impact on
long- term levels of
service, being
consistently below
expectations in one or
more outcome
categories. Some
community interest and
media attention.

Levels of service
significantly below
expectations in one or
maore outcome categories,
bringing significant
negative community and
media attention

Levels of service in
significant decline across
all outcome categories.
Widespread negative
commentary attracts
Central Government
attention e.g. through an
inguiry and/or
appointment of a
Commissioner.

Financial Organisation Loss or overrun of less Loss or overrun of Loss or overrun of Loss or overrun of Loss or overrun of over
than 5100k between 5100-250k between $250-500k betwesn $500k-51m 51m
Financial Organisation - 1% project or programme | 2-5% project or 5-10% project or >10% project or >30% project or
Projects budget overrun programme budget programme budget programme budget programme budget
OVEerrun OVErTun OVErrun OVErrun
Information management | Isolated equipment failure | Compromise of user Exploitation of application | Loss or theft of Loss of infrastructure for
password or information security flaws USB/laptop/other device | an extended period
management processes compromising the compromising
impacting the confidentiality and confidentiality. Loss of a
confidentiality and integrity of data core system for an
integrity of data extended period.
Resilience — Operations Temporary disruption in Disruption affecting some | Disruption to a Disruption to a Disruption to a

and service delivery

servicing a small number
of customers

areas for less than a day

community for more than
two hours or some areas
for more than a day

community for more than
a day or some areas for
mare than two weeks

community for more than
a week

Resilience — Property and
assets

Insignificant incident that
causes no disruption to
sernvices

Isolated damage not
requiring relocation of
services to an alternative
site

Damage to property that
reguires the relocation of
some services to an
alternative site

Damage to property that
requires the relocation of
all services for a short
period

Damage to property that
requires the relocation of
all services for an
extended period

Resilience — Climate
change

Little or no impact on
community plans for
climate change

Localised impact on
community plans for
climate change

Some serious or long term
impact on community
plans for climate change

Significant impact on
community plans for
climate change

Extensive or catastrophic
impacts on community
plans for climate change
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CONSEQUENCE RATING

Serious

Fraud, bribery and
corruption

Mear miss incident of
fraud, bribery or
corruption without
financial or reputational
damage

Fraud, bribery or
corruption incident
identified and managed
internally without serious
loss

3
Serious loss due to fraud,
bribery or corruption
impacting on reputation
and in local media,
requiring external
assistance

Significant loss due to
fraud, bribery or
corruption with regional
media attention and
requiring external
assistance

Extensive loss due to
fraud, bribery or
corruption resulting in
national media coverage
or regulatory
intervention.
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Risk Matrix and Risk Significance Levels

CONSEQUENCE

Moderate Serious

Likely

Possible

=)
=)
=]
=
-
kel
=
=

Unlikely
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APPENDIX 3
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Risk Appetite Statement 2022/23

PART 1 - RISK APPETITE STATEMENT

1.1 Purpose

Risk appetite is the conscious decision about the amount and type of risk that Waipa District
Council (WDC) is willing to take in pursuit of its organisational objectives. Its purpose is to define
and communicate to the organisation expectations regarding various risk types, and where it is
to be pursued and where it will be avoided.

Council’s risk appetite reflects its:
e Business model
e Risk maturity
e Internal risk management capabilities
e Culture.

The appetite for risk is influenced by a number of factors including (but not limited to) the:
e Business environment
e People (employees)
e Community needs and wants
e Business systems
e Legislation and policies.

Having a clearly defined risk appetite gives clarity to the wider organisation about the nature and
degree of risks that can be taken with our strategic, operational and project work. It is closely
linked to defining the overall strategy of WDC therefore setting risk appetite is defined by the
Executive Team and Council through the Audit and Risk Committee.

Appetite levels have been determined at the collective level of risk profile as opposed to the
individual risk level. The portfolios are aligned with the WDC sources of risk as outlined in the
Risk Management Matrices, with the addition of a specific portfolio for fraud, bribery and
corruption. Where the level of appetite are different for different parts of the same portfolio e.g.
people and health and safety the portfolio is split. Likewise where the risk portfolio covers more
than one source of the risk but the appetite is aligned they are consolidated e.g. resilience.
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Risk Appetite Statement 2022/23

Figure 1: Relationship between Strategic Objectives and Risk?

Strategies &
Strategic
Goals

Key
Performance
Indicators

Business
Operations

Risk Profile
Across Key
Risk
Categories

Strategic Objectives: Focus on strategic objectives, strategies and business operations

Appetite & Tolerance: Define what is acceptable and within

Risk
Appetite

Statements

Tolerance
Limits

which boundaries risk will be accepted

Key Risk Indicators: Early warning indicators in
the potential breach of
risk tolerances

1.2 Target Risk Level/Risk Appetite

WDC employs the concept of target risk level; to describe the level of risk (as defined by
likelihood and consequence) that WDC intends to attain. This level of risk is analogous to the
more widely practiced concept of risk appetite. Both measures provide an indication of the
amount and type of risk WDC is willing to take in pursuit of organisational objectives.

Target risk levels will differ across risk types; in some instances being very low/conservative
where risk is to be avoided (e.g. health and safety) and higher/more open where an organisation
needs to take on risk (e.g. financial returns). Consequently the measure can be used in decision
making, monitoring, and building risk culture across an organisation.

The appetite statement, together with the ratings, provides an explanatory narrative to provide
guidance to staff of where risk is to be avoided or pursued.

1 Diagram courtesy of Waikato District Council
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Risk Appetite Statement 2022/23

Therefore the risk appetite will also inform the targeted residual risk level for the Council’s Top
Risks.

1.3 Communicating Organisational Risk Appetite

The benefits of communicating the organisation’s risk appetite are detailed in the diagram below.

Figure 3: Benefits of Communicating Risk Appetite?

e Clarify and communicate Council and ExecutiveTeam
expectations on the amount of risk the organisation is
CLARITY willing to take and accept in the pursuit of objectives

¢ Align understanding of risk strategies across the
organisation

* Delegate authority at the operational level to proactively
manage and monitor risks within agreed timeframes

e Define clear reporting and escalation thresholds and
protocols to ExecutiveTeam and Audit and Risk Committee

GOVERNANCE

e Enhance risk oversight and assurance by providing robust
means to assume acceptable risk types and levels
CONTROLS & L
e Optimise risk management and control adequacy and
ASSURANCE . . . .
effectiveness for key risks ensuring early actions are taken
before risks materialise

® Encourage consistent and desired risk behaviours across
the organisation

¢ Involve stakeholders alongside the business to
implement good risk management practices

RISK CULTURE

Discrepancies between WDC's agreed risk appetite and residual risk level determine whether

more controls are required to appropriately manage a risk or whether there is room to exploit
more opportunities.

2 Diagram courtesy of Waikato District Council
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Risk Appetite Statement 2022/23

1.4 Context
The WDC strategic framework is detailed in the diagram below.

Figure 3: Waipa District Council Strategic Framework

STRATEGIC FRAMEWORK
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Building connected communities

COMMUNITY OUTCOMES
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EXTERNAL STRATEGIC PRIORITIES
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+ Wallkotm Reglonal Economic Development Programime +  Environment Strotegy

«  Future Proaf +  Wolpd Waste Strategy 20172025

+ Joint Monogement Agresments + Resernve Monagement Plons

« Town Concept Plans

INTERNAL STRATEGIC PRIORITIES
Our focus for the next year

Robust Strengthening Continuous

Long term plan and annual plan Service delivery Monitoring and reporting

+  Acthvities ond Services +  Business Planning = annuol Repart

+  How they ore to be delvered + Lavels of Service = Resident Perception Survey
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+  How ore thay funded? = Quarterly reporting on Growth matters,
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The revised Council vision and community outcomes were adopted as part of the 2021/31 Long
Term Plan process.

The four community outcomes drive Council’s Strategic Priorities:
e Socially Resilient
e Cultural Champions
e Environmental Champions
e Economically Progressive

Risk appetite is the conscious decision about the amount and type of risk that Waipa District
Council (WDC) is willing to take in pursuit of the Council’s vision and Community Outcomes.

1.5 Overall Risk Statement

WNDC accepts that it is willing to take well defined risks at a moderate to high level where it will
result in the achievement of strategic objectives and provide opportunities. It also understands
that the successful achievement of these objectives is significantly supported by its perceived
reputation with its customers and stakeholders. Accordingly WDC is not willing to accept risks
that would significantly adversely impact its reputation, nor where employee or customer
wellbeing is compromised.

Where the adoption of strategies, initiatives or actions may exceed the stated risk appetite, the
Executive Team and Council, through the Audit and Risk Committee, will be consulted prior to
those activities commencing.

The risk statements in this document are for employees and elected members of WDC and any
partners, contractors or participating associates.

The risk appetite has been developed for the following risk portfolios that align with the risk
sources within the risk management matrices:

e People, including health and safety

e Governance, reputation, legislative compliance and control

e Environment

e Planning and Strategy including changes in central government policy

e Financial Organisation (including Projects and Programmes)

e Information Management

e Resilience including operations and service delivery, property and assets, and climate

change
e Fraud, Bribery and Corruption

Further detail on risk portfolios are set out subsequently in this document.

The risk appetite tolerance range is defined as:

Document Set ID: 10863494
Version: 6, Version Date: 10/08/2022

54



Audit & Risk Committee Public Agenda 30 September 2022 - Risk Management Update

Risk Appetite Statement 2022/23

Range Definition Gauge

Low Acceptable level is no risk to little residual risk.

Controls in place to mitigate risks to as low as ( . I )

reasonably practicable.

Moderate | Acceptable level of medium residual risk so that
innovation and opportunities can be maximised to

provide value and threats are reduced to a safe level ‘ - [ )

appropriately and cost effectively.

High Acceptable level of residual risk is high as it is either

outside Council’s control, provides opportunities that =

will result in rewards and value higher than the (\) )/

overall risk, or the investment required to mitigate

the risk further is not prudent.

Very High | Acceptable level of residual risk is very high as it is
generally outside of Council’s control and impacted ( \p

by wider macroeconomic or political factors and the o’

ability to lower is not possible or financially prudent

in the current environment.

Extreme Acceptable level of residual risk is at a maximum.
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Risk Portfolio | Risk Portfolio | Risk  Appetite and | Risk Appetite | Potential
Description Tolerance Statement Key Risk
Indicator3
peop|e Risks associated with WDC accepts that there is

health and safety and significant competition for

People and ) ) :
wellbeing; or the capacity talent and resource
Culture A

and capability of staff, shortages for key skills

elected members, required to deliver our
contractors and partners; | Very High services. The constraints of
ability to attract and the current labour market
retain skilled staff; and the immigration
behaviour and/or settings has impacted the
performance of leaders number and calibre of
and staff. Behaviour applicants for roles across
being guided by the the organisation.
values of the
organisation. Council also accepts that
strong leadership  and
People risks typically investment in staff s
result from staff necessary to achieve its
constraints (not being strategic objectives.
able to fill positions with
skilled staff); WDC  appreciates  the
incompetence (lack skills challenge of attracting and
and knowledge to do job retaining the right
correctly); or a corporate employees and building
culture that does not capable leadership and
cultivate risk awareness strong governance. Overall
(lack of health and safety WDC accepts an appetite
culture and/or risk risk level of very high given
awareness). the current labour market.

The risk appetite is driven
by the potential for non-
delivery of Council’s
objectives and reputational
damage.

WDC has an aspirational | Lead and Lag

People
Health and ( [ ) low appetite for risk | indicators

resulting in serious injury or | reported in

Saletg . and Low death related to any | Health and

Wellbeing Council controlled activity. | Safety report to
Council

For the Top Risk whilst
Council supports a zero
harm goal it recognises the
cost of driving the target
risk to low is not sustainable
and will accept a target of
medium.

3 Please note that these are a work in progress
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Risk Portfolio

Risk Portfolio
Description

Risk

Appetite

Tolerance

and

Risk
Statement

Appetite

Potential
Key Risk
Indicator?

Governance,
reputation,
legislative
compliance
and control

Risks associated with
significant adverse or
damaging perception of
the Council by the
general public and Waipa
residents.

This risk portfolio also
includes risks associated
with relationships and
the engagement and
trust of key stakeholders,
including lwi/Mana
Whenua, and
community.

Risks related to Council’s
exposure to liability
and/or  breaches of
legislation and policy.

@ I

Moderate

D

Relationships with
stakeholders, including
Council’'s Ilwi / Mana
Whenua partnerships, are
critical to WDC. This
includes building capacity
and capability internally

and within our partners.

A significant component of
Council operations is the
obligation to comply with
externally set regulations
and statutory
requirements. In addition
staff are required to follow
Council’s internal policies
and procedures.

Non-compliance can
introduce financial and
reputational damage.

In summary: A primary
mandate of the WDC is to
effectively serve its
communities. WDC must
comply with legislation.
However due to the
breadth of the risk a
moderate level of risk will
be tolerated. In some
instances the consequence
is low or realistically
mitigating the risk lower is
not economically feasible.

Council has a moderate
appetite for the risks
associated with
relationships with
Iwi/Mana Whenua and
other key stakeholders as it
accepts that there are
challenges in building and
sustaining effective
relationships and
constraints with the
capacity and capability
internally and within Iwi
partners.

Resident
satisfaction
survey results

Number of non-
compliances
identified
through audit
programmes

Instance of non-
compliance

raised by
regulatory body
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reputational damage.

WDC has a low appetite for
the impacts of this risk
portfolio.

Risk Portfolio | Risk Portfolio | Risk  Appetite  and | Risk Appetite | Potential
Description Tolerance Statement Key  Risk

Indicator3

Environment | Risks associated with Adverse impact made on

significant adverse or the environment by Council | Number of
damaging effects on the ( [ ) operations, including non- | instances of
environment. compliance with resource | reported non-

Low consent conditions, may | compliance
introduce financial and | with resource

consents held.

Planning and
Strategy

Planning and
Strategy
Changes in
central
Government
policy

Risks associated with
strategic decisions made
by Council; inability to
deliver on vision; or the
ability to deliver on
strategic objectives.

This portfolio also
considers risks due to the
political environment
within and external to
Council.

This portfolio also
considers the leadership
shown by Council and the
management of
responses of the
community to the
decisions made.

This can include
legislative and policy
changes introduced by

central government.

(xlj

Moderate to High

The risk appetite is driven
by potential damage to
reputation and the desire to
ensure  customers  are
receiving the best value
services for money.

Council recognises the
challenge of effective
community  engagement
including explaining what
Council provides and being
transparent with decision
making.

As a result WDC has a
moderate to high appetite
for this risk portfolio, given
the need to make strategic
decisions sometimes in the
absence of full agreement
by the community and the
work required towards
satisfying needs and
expectations.

Resident
satisfaction
survey results

___or

High

The risk appetite is high as
Council has very limited
ability to control this risk
and appreciates the high
level of uncertainty and
ambiguity for proposed 3
waters, planning reforms
and the review of the future
of local government.

Council’s proactive
approach in staying abreast
of potential changes and

participation in
forums/submissions, with
peer Councils, influences

Uptake of
online channels
as rolled out
Levels of
community
engagement
Number of
changes of
legislation
proposed and
impact
analysed
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It also includes risks
related to the
management of budgets
(both opex and capex)
through operations and
projects. Liquidity
management and debt
levels are also factors.

External economic
factors  and market
conditions can  also
impact the financial

capability of Council and
are also sources of risk.

The impact of COVID at all

levels will continue to
cause economic
uncertainty over the

short to medium term.

control by Council of the
long-term financial impacts
of COVID.

Financial sustainability of
the 10-Year Plan assumes a
level of growth which needs
to be closely monitored.
WDC recognises the rate
and quantum of growth can
have a significant impact on

the organisation and
community. Whilst  the
drivers of the rate of growth
are largely outside of
Council’s control it
understands the

importance of forecasting,
planning for and managing
growth.

There are  continuing
impacts to supply chain,
rising inflation and
increasing construction
costs driving this risk
portfolio appetite.

The inability to effectively
deliver due to financial
consequences introduces
both  reputational and
potential compliance risk to
Council. Noting also that
exceeding expenditure or
not operating within
financial policies may have
an adverse impact on rate
levels and/or audit
outcomes

Council is willing to accept a
high level of risk as
reinforced by the financial
parameters approved
though the 2021-31 LTP.

Risk Portfolio | Risk Portfolio | Risk  Appetite and | Risk Appetite | Potential
Description Tolerance Statement Key Risk
Indicator3
accepting this level of risk
appetite.
Financial Risks related to the As per the Long Term Plan | Actual against
o isati financial management of Council’'s debt levels are | debt ratio
i rganisation the Council and ability to ( W ) steadily increasing | benchmark
(lndUdeS fund activities  and - therefore there are less
Projects and | operations now and in | High financial contingencies in | Budget Vs
the future. place. There is also limited | actual variance
Programmes)

for operations
and capex

Rates collection
rates

Number of
consents issued
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make the best
opportunity of the data

legislative obligations are
met.

Risk Portfolio | Risk Portfolio | Risk  Appetite  and | Risk Appetite | Potential
Description Tolerance Statement Key  Risk
Indicator3
Focus is on ensuring council
services are run prudently.
Information The risks in this portfolio WDC manages a range of | Number of
are associated with the data pertaining to its own | security
Managem_ent failure or compromise of ‘ I ) activities and that of its | incidents and
Cyber-security processes, systems and stakeholders. Although | corrective
risk / data data. This includes non- deemed to be an unlikely | actions
protection / compliance with | Moderate target for cyber risk | identified
data use and legislated obligations. (compared to other
opportunities organisations) it has a | Trends in
They also include failure moderate appetite. Itisalso | security  risks
to utilise data and/or working to ensure that | and

vulnerabilities
as per quarterly

immediate management
and recovery of normal
business operations after

continuity risk.

sets Council holds. compliance
Information is one of the | reporting
largest assets of Council
and the increasing reliance | Compliance
on technology to deliver | with legislative
services and meet customer | obligations.
expectations are key drivers
of this appetite.
The investment in
technology is required to
maintain risk levels within
this appetite with any
further lowering requiring
unsustainable levels of
funding.
The risk is driven by
compromised cyber-
security resulting in
reputational damage and
property loss.
There is moderate appetite
around the use of data and
the opportunity to utilise
data.
Resilience The risks in this portfolio The ability to provide | Internal audit
includi are  associated  with essential services following | results for
(including business continuity; risks ‘I ) a natural disaster or other | business
Operations impacting the day to day unforeseen event is a core | continuity/crisis
and Service | business function and function of Council. WDC | management
. level of service delivery. Low to Moderate has a low to moderate | and emergency
Delivery and .
appetite for emergency | management
Property and | it also covers risks management, crisis | compliance and
Assets) associated  with  the management, and business | preparedness

Programme of
testing and
reporting of
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This portfolio also
includes risks in how we
manage our response to
the impacts of climate
change.

climate change is no longer
viable.

Council includes climate
change in planning for
infrastructure  and  the
community. An internal
audit is programmed for
this year to review climate
change governance. The
Environment Strategy is
also being finalized. There
are increasing expectations
from the community to take
action now.

The activity to mitigate
against climate change is
increasing within Council
who has an aspirational
target residual risk level of
moderate.

Council accepts that for the
Top Risk the target residual
risk for this year is high.

Risk Portfolio | Risk Portfolio | Risk  Appetite and | Risk Appetite | Potential
Description Tolerance Statement Key  Risk
Indicator3
a disruptive event. These The higher level of risk | effectiveness of
may be internal and/or appetite is for less | preparedness
external, and may impact disruptive events that can | from simulated
only WDC or the District. be managed to minimize | and actual
the impact on the Council | incidents
and District through the
established response
mechanisms, including the
Crisis Management Team.
This appetite is driven by
potential failure for
emergency management
and core service delivery
introducing significant
financial and reputational
risk to Council and
significant  social and
economic risk to the
District.
Resilience Climate change events | Changes in
. could have a substantial | baseline carbon
(Cllmate It also includes risks ‘ I ) effect on WDC and its | footprint
Change) associated with climate community. With
change as we build more increasing expectations | Projects
resilience within Council from central government | delivering
and the Community. Moderate and community the option | climate change
of delaying preparations for | response or

future proofing.

Climate change
reporting
requests from
Ministry for
Environment
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Bribery and
Corruption

bribery and corruption.

People risks include
dishonesty  (theft or
fraud).

(@

Low

reputational damage; this
includes the risks
associated with fraud and
theft and/or bribery and
corruption or lack of
probity.

In regard to fraud, bribery
and corruption risk
tolerance is low.

Risk Portfolio | Risk Portfolio | Risk  Appetite and | Risk Appetite | Potential
Description Tolerance Statement Key  Risk
Indicator3
Fraud, The risks in this portfolio Non-compliance can
are associated with fraud, introduce financial and
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PART 2 - GLOSSARY

TERM DEFINITION

Council Waipa District Council, elected members.

Strategic risks Risks that could affect the achievement of our vision, purpose, strategic goals and
objectives, and strategies.

Operational risks Risk associated with day to day business operations of the organisation.

Project risks Risk event which if it materialises could potentially have an impact on the project
objectives, resources and timelines.

Risk/ risk event The potential effect of a future event that, if it happens, is expected to affect the
outcome or outputs of one or more business objectives in a positive or negative
way.

Risk appetite The amount and type of risk that the organisation is willing to take in pursuit of
our organisational objectives

Risk culture The behaviours, attitudes and practices associated with risk management,
reflected by staff while performing the day to day business operations.

Risk management The culture, processes, systems and activities that assist in making informed

decisions, with regards to risks to be pursued and/or avoided, to achieve our
business objectives.

Risk management process Systematic application of management policies, procedures and practices to the
activities of communicating and consulting; understanding and defining the scope,
content and criteria for risk management; identifying and assessing risks; exploring
potential options for risk treatment; monitoring and reviewing the risks and risk
management processes; recording and reporting on risk management.

Risk profile Identifying, assessing and rating the top risks based on the effectiveness and
efficiency of related control measures and understanding the impact of such risks
on the business objectives.

Risk tolerance The Council’s readiness to bear risk after the risk treatment in order to achieve
objectives. Risk tolerances are based on the maximum level of acceptable risk and
may be expressed in various ways depending on the nature of the risk.

Inherent Risk The level of risk when there are no controls or treatment — i.e. if we were to do
nothing
Residual Risk The level of risk after controls are in place
Stakeholder Person or organisation that can affect, be affected by, or perceive themselves to
be affected by a decision or activity
Waipa DC / WDC Waipa District Council, the organisation.
16
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COMMITTEE .
REPORT Walpa

INFORMATION ONLY

To: The Chairperson and Members of the Audit and Risk Committee
From: Manager Business Improvement and Risk Management
Subject: Project Management and Governance Improvement Plan
Meeting Date: 30 September 2022

1 EXECUTIVE SUMMARY — WHAKARAPOPOTOTANGA MATUA

As part of Council’s Internal Audit Plan, Council’s Internal Auditors, KPMG, completed
an audit of Council’s Project Management and Governance practices in November
2021.

The result of the audit rated the control environment relating to Waipa District
Council’s (WDC's) project management and governance as ‘Good’. This is the highest
possible rating.

In the spirit of continuous improvement, Council is committed to continually improve
its practices. The purpose of this report is to provide the Committee with oversight of
the Project Management and Governance Improvement Plan which has been
developed to respond to the improvements that were identified as an outcome of the
audit report and the appendum to the audit report which provided further general
insights of future enhancements for Council to consider. These supplementary
observations were in relation to the connections of the project management
framework to organisational level project selection and portfolio monitoring.

Work has already commenced on implementing the improvement plan. Ownership of
Council’s Project Management Framework has been confirmed and Council’s project
management policy reviewed.

The Project Management and Governance Improvement Plan is included as Appendix
1. Council’s reviewed Project Management at Waipa policy is included as Appendix 2.

10862306
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2 RECOMMENDATION — TUTOHU A-KAIMAHI

That the Audit and Risk Committee receive the report of Georgina Knapp, Business
Resilience and Risk Advisor titled Project Management and Governance Improvement
Plan (ECM 10862306).

3 COMMENTARY - KORERO

Waipa District Council has developed a project management and governance
improvement plan in response to the KPMG internal audit carried out in November
2021.

The plan is based on the principle of continuous improvement and is cognisant of the
links of project management across related organisation wide functions. Of particular
relevance is the connection with Council’s Long Term Planning process whereby the
plan has been prioritised to ensure those improvements which will be of most benefit
to the development of the 2024-34 LTP are implemented first.

The improvement plan also responds to supplementary observations made by KPMG
that while strictly outside of the scope of the audit, if considered, may offer significant
value to Council’s project management practices.

As part of the improvement plan, ownership of the project management framework
has been confirmed as the Group Manager Business Support and the project
management policy reviewed and approved by the Executive. The revised policy
‘Project Management at Waipa’ is included in Appendix 2 for interest.

4 APPENDICES - APITITANGA

No: Appendix Title
1 Project Management and Governance Improvement Plan [ECM 10878527]
2 Project Management at Waipa policy 2022/23 [ECM 10852760]

Georgina Knapp
MANAGER BUSINESS IMPROVEMENT AND RISK MANAGEMENT

Approved by Ken Morris
DEPUTY CHIEF EXECUTIVE / GROUP MANAGER BUSINESS SUPPORT

Report to Audit and Risk Committee — 30 September 2022

I.LI . - Project Management and Governance Improvement Plan
walpa Page 2 of 4
DISTRICT COUNCIL 10862306
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APPENDIX 1

Project Management and Governance Improvement Plan [ECM 10878527]

Report to Audit and Risk Committee — 30 September 2022

I.LI . - Project Management and Governance Improvement Plan
walpa Page 3 of 4
DISTRICT COUNCIL 10862306
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PART 1 - EXECUTIVE SUMMARY

Waipa District Council (WDC) has developed a project management and governance
improvement plan to continuously improve its project management practices over time. This has
been developed from the outcomes of the project management framework internal audit carried
out by KPMG in November 2021 and relevant opportunities for improvement identified through
the development of the 2021-31 Long Term Plan (LTP).

The overarching objective of this plan is to continue to grow project management practices to
support the effectiveness of Council’s processes, tools, governance and people to select and
deliver projects and programmes in the delivery of Council’s community outcomes and priorities.

The plan is based on the principle of continuous improvement (versus transformation) as it is
recognised that WDC's current project management practices are relatively strong. The plan is
also focused on supporting and ensuring good and consistent project management practices
across the wider organisation outside of the two identified centre of excellences (Project Delivery
and Business Improvement).

The improvement plan is closely linked to Council’s Long Term Planning cycle and has been
developed to support the planning cycle and shorter-term components prioritised according to

the initiatives which will add most value to the development of the 2024-34 LTP.

A summary of the initiatives, within each financial year is set out below:

Project Management and Page 3 of 11
Governance Improvement Plan
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Project Management Improvement Plan

2021/22 2022/23 2023/24 2024125 2025/26

Ownership & Policy OQuality &
Confirmed
Assurance
5 Plan
s Oggtméfrl;‘ln: Sl Development Implement Q&A Plan/Embed/Continuous Improvement Cycle
stablishe
Best Practice Support
B Analyzfs Preferred Option Implement/Embed
Trai & Ch:
;allar;:ngevelo;gge Delivery of Training & Change Plan Repeat Audit
QOut of Cycle
Business Case R . Business case
Template o Adoption  prigritisation Process
review azipali L‘FI; of the Developed &
= 2024/25 Implemented
Long
BC Financial [Eachlan
Tool Review
Project Manual & Templates — Ongoing Updates
Governance & Assurance
Best Practice Support Model Evaluation of Implementation
. Cnrpnr_ate of Digital
Prioritisation Planning Solution/s
Digital Systems
Tools & Templates Monitoring &
Monitoring & Reporting Plan REDpum!ng pcllan Monitoring & Reporting Plan Implemented
evelope
(including
benefits)

LTP process for visibility

Project Management and Page 4 of 11
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PART 2 - BACKGROUND

A review of Council’s Project Management Framework was carried out in November 2021. The
result was a rating of “Good” indicating a relatively high level of maturity (figure 1) (full report
here) and a solid foundation is in place. In the spirit of continuous improvement Council is
committed to continue to improve its project management functions and develop and implement

an improvement plan for implementation over the next three years.
Audit rating

The audit ratings are defined as follows

Rating Definition

The controls are fit for purpose and are being performed in
a manner which effectively mitigates the identified risks.

Despite the fact that some control weaknesses were
identified, existing controls within the audited process are
considered to be generally adequats, appropriate, and
effective. They ensure that the audited business processes
will achieve their control objectives.

Control weaknesses were identified which, if not
appropriately addressed, could in the future result in the
audited business processes not achieving their control
objectives.

Existing controls are considered to be inadeguate and
ineffective to ensure that the audited business processes
will achieve their control objectives. Significant
improvements are required to improve the adequacy and
effectiveness of the control environment.

Figure 1 — KPMG audit ratings and definitions

Based upon the findings the plan will focus on the continuous improvement of the following
areas:

e Governance and assurance: Ownership, compliance with and assurance of the project
management framework.

e Best practice support model: Supporting best practice across the whole of
organisation’s project portfolio.

e Prioritisation: Focus on quantification of and benefit identification and realisation
throughout the project lifecycle in support of investment prioritisation.

e Templates and tools: Further provision of tools to support best practice and identified
areas of improvement.

e Monitoring and Reporting: Enhanced visibility of all aspects of the project lifecycle
across the whole of organisation’s project portfolio.

This document outlines WDC’s plan to address the assessment findings as well as to further
improve its project management practices.

Project Management and Page 5 of 11
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PART 3 — IMPROVEMENT PLAN

This improvement plan has been tailored for WDC:

A. Key factors:

e The plan focuses on continuous improvement (versus transformation) as it is
acknowledged that Waipa has existing good practices.

e The focus of the first twelve months is adding value to the 2024-34 LTP project, in
particular the completion and prioritization of business cases (but considering a long-term
view of the framework).

e The initiatives are interrelated and may respond to a number of improvement
opportunities. Therefore some of the actions proposed will straddle more than one
component but they have not been replicated in the plan.

e Project management functions are interdependent with many other functions at Council
such as procurement, financial planning, risk management and corporate planning
therefore this plan will be cognisant of these functions and leverage best practice and
expertise in these areas.

e Where certain practices are already in place in parts of the organisation, for example
within the identified centre of excellences (Project Delivery and Business Improvement),
the initiatives identified will seek to leverage from and expand best practice from these
areas.

e Training plans will be developed based on change management principles to ensure staff
engagement and adoption of the improvements are well supported.

e The plan will also leverage the Council’s new values, particularly “ We are better
together”, “We do the right thing” and “We strive to improve”, in implementation.

e Where additional resources may be required to deliver improvements this will form part
of an option analysis at relevant decision points.

B. Work completed to date:

e Owner of the project management framework confirmed as the Group Manager Business
Support.

e Project Improvement Working Group and Terms of Reference confirmed.
e Project Management Policy reviewed and drafted.

e “Isita project?” tool reviewed and linked to policy.

Project Management and Page 6 of 11
Governance Improvement Plan
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TABLE 1: Detail of initiatives

Expected Outcomes Tasks to Implement

FY 2021/22

Governance
and Assurance

Best practice
support model

Document Set ID: 10878527

Version: 5, Version Date: 23/08/2022

Governance and assurance
includes the enterprise
wide structure in support
of the continuous
improvement of Council’s
project management
framework. This includes
the policy and the
assurance of quality
application of the policy
across the organisation.

Council has a structure and
processes in place to
support the continuous
improvement of project
management practices
across the organisation.

A Governance structure is in
place with roles and
responsibilities for  project
management clearly identified.

Project Management
expectations are clearly set
through policy and understood.

Waipa continues to build on its
strong foundation with quality
assurance that is applied across
the organisation.

Managers understand when
the project management policy
and framework should be
applied and take responsibility
for doing so for their relevant
projects.

The project management
policy and methodology are
understood and valued and
effectively used for all projects
across Council.

74

Establish cross organisation project management
improvement working group to respond to the audit
findings and support the implementation an
improvement plan.

Determine ownership of the PMF.
Review the project management policy.

IH

Review the “is it a project tool” and link to policy.

FY 2022/23

Short-term quality plan developed for assurance of
business cases for the 2024-34 LTP.

FY 2023/24

Quality and assurance plan developed for application
across the organisation potentially leveraging
existing processes.

More cohesive inclusion of project and programme
governance requirements within the project
management manual.

Implementation begun of project management

portfolio quality and assurance plan including
lessons learnt.

FY 2024/25

Embedding of project management portfolio quality
and assurance plan.

FY 2022/23

Development of options for evaluation and potential
business case preparation of how to support best
practice across the organisation outside of the two
current centre of excellences. Options could include,
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Expected Outcomes Tasks to Implement

This includes staff
awareness, culture and
training in regards to
project management
practices.

Prioritisation The project management
framework processes and
tools support the effective
prioritisation and thus
investment decisions
across the organisation’s
project portfolio. This
includes the use of benefit
realisation evaluation to
assess and drive
prioritisation decisions at
project inception.

Document Set ID: 10878527
Version: 5, Version Date: 23/08/2022

Staff who are a part of and/or
interact with Project
Management functions at
Council are supported and
understand where to go for
help.

Council’s project management
practices continuously improve
over time.

Prioritisation of projects
effectively linked to Waipa's
community outcomes,
priorities, strategies and key
plans.

An understanding that a high-
quality business case (and,
particularly, emphasis

on intended benefits and
outcomes) are critical to good
investment decisions.
Sustained focus, through the
project lifecycle, on benefits,
leads to higher project
performance.

75

status quo, project management office, community
of practice, other.

e Training and change management plan developed.

e Delivery of basic training of project management
policy and project awareness to relevant staff.

FY 2023/4

e Implementation of preferred best practice support
model.

e Delivery of training and change management plan.

FY 2024/25

e Embed preferred best practice support model.

e Re-evaluation of training requirements.

FY 2025/26

e Internal audit repeated to understand continuous
improvement progress.

FY 2022/23

e The business case template is reviewed to better
enable project prioritisation and to enable project
benefit monitoring throughout the project lifecycle.

FY 2023/24

e Prioritisation process developed and applied for the
development of the 2024-34 LTP.

e Mechanism for benefit realisation monitoring
identified and implemented at an organisation level
(linked to wider monitoring requirements). Linked to
decision making processes.

e Prioritisation process for out of cycle business case
development developed and implemented including
external request.

FY 2024/25
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Expected Outcomes Tasks to Implement

Templates and
Tools

Document Set ID: 10878527
Version: 5, Version Date: 23/08/2022

This includes the project
management manual and
all supporting templates
and documents. It includes
any software based tools
that supports the
organisation at a holistic
portfolio level and for
project managers at a
project level.

Fit for purpose project
management templates and

tools are available to support

project management
organisation level and

individual staff requirements.

Digital enablers meet
organisational business
requirements.

Mechanisms are in place to
capture improvements and

updates to tools and templates.
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Prioritisation practices embedded and linked to the
organisation wide project portfolio monitoring
practices.

FY 2025/26

Prioritisation practices further reviewed for inclusion
in the development of the 2027-37 LTP.

FY 2022/23

Review of the business case template to include
improvement areas identified to date:

Financial planning
- Resource planning
- Linkages to outcomes, strategies and plans
Benefit realisation

Prioritisation

Review financial tools to support business case
writers.

Project management manual updated to reflect
policy changes and improvements to date (note
ongoing updates as required).

Te Kupenga foundation page developed.

FY 2023/24

Evaluation of digital options to support project
prioritisation practices, organisation wide visibility,
planning and performance monitoring.
Implementation of preferred digital tools.

Further review tools and templates to better assist
project managers including with risk management
and health and safety and also capture of benefit
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Expected Outcomes Tasks to Implement

Monitoring and
Reporting

Document Set ID: 10878527
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This encompasses
improvements to
monitoring and reporting
which considers the full
organisational project
portfolio. It includes all
best practices metrics
throughout the project
lifecycle.

Visibility of key portfolio and
project metrics across the
organisation.

Effective cross organisation
reporting to relevant groups
and stakeholders to support
investment  decisions and
decision making throughout
the project lifecycle.
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realisation post closure and handover to Business
Owners.

FY 2024/25

e Embed digital tools.

e Review effectiveness of tools and template
improvements.

FY 2022/23

e Lower priority.

FY 2023/24

e Monitoring and reporting plan developed
incorporating whole of organisation reporting and
monitoring requirements and options for delivery

(linked to digital solution analysis) noting options to
leverage existing practices

e Implementation of monitoring and reporting plan
begun.

FY 2024/25

e Further implementation and embedding of
monitoring and reporting improvements.

FY 2025/26

e Ongoing continuous improvement of monitoring and
reporting improvements.
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PART 4 — MEASURES OF SUCCESS

The measures of success for this plan are:
e The improvement program is implemented according to time and identified outputs.
e The outputs of the improvement program are recognised and considered effectively

implemented in the follow-up internal audit by Council’s internal auditors to be
completed in approximately 3 years time.

e Increase in awareness of project management across the wider organisation. A baseline
survey is planned prior to commencement of the substantive improvement actions that
will be repeated to show progress.

e Benefits quantification and monitoring visible across the organisation and regularly
reported.

e Consistent use of tools and templates across the organisation as evaluated through
quality assurance checking.

e Positive trend of the use of (clicking through etc.) project tools and templates.

e Maturity at a department level is evaluated and raised where relevant.

e Future aspiration — inclusion of objective in relevant individual PDRs; delivering of
allocated projects to scope, cost, quality and time.

PART 5 - SUMMARY SCHEMATIC IMPROVEMENT PLAN

A summary schematic of the project management improvement plan is shown as Figure 2

below.
Project Management Improvement Plan

2021/22 2022/23 2023724 2024/25 2025/26

Ownership & Policy

Quality &
Confirmed Y
Assurance
Cross Org Working Group Plan .
Implement Q&A Plan/Embed/Continuous Improvement Cycle
Established Development 2 2 o
Best Practice Support )
s Aelhan Preferred Option Implement/Embed
Training & Ch
;allar::ngevelos:ge Delivery of Training & Change Plan Repeat Audit
e Out of Cycle
Business Case Logicaion . Business case
Template pf?C:s; Adoption Prioritisation Process
review azip_;z L':; of the Developed &
2024/25 Implemented
Long
BC Financial Term Plan

Tool Review

Project Manual & Templates — Ongoing Updates
Governance & Assurance

Best Practice Support Model Evaluation of Implementation
Corporate of Digital
Prioritisation Planning Solution/s
m Digital Systems
Tools & Templates Monitoring &
' ‘ 0 Monitoring & Reporting Plan Reporting Plan Monitoring & Reporting Plan Implemented
DISTRiET Developed

(including

LTP process for visibility ey
enefits
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APPENDIX 2

Project Management at Waipa policy 2022/23 [ECM 10852760]

Report to Audit and Risk Committee — 30 September 2022

I.LI . - Project Management and Governance Improvement Plan
walpa Page 4 of 4
DISTRICT COUNCIL 10862306
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Project Management at Waipa means:
Project Management at

Our project definition is: ‘A project has a start business cases.

Waipa

At Waipa delivering projects to improve our
assets and services to the community is an
important part of doing business. All projects
at Waipa are required to follow our project
management lifecycle and governance
requirements.

We know by following our project management
requirements we can support the organisation
to make prudent investment decisions, realise
project benefits including links to achieving our
community outcomes and be flexible to make
good decisions throughout each project’s
lifecycle.

Waipa

DISTRICT COUNCIL

and end date and generally requires a team
to be formed for the purpose of delivering one
or more business products, change or
services according to an agreed business
case or project initiation”.

By following consistent project management
practices across the organisation we manage
project risks to ensure that we meet project
objectives including links to our community
outcomes; cost, scope, quality, time and
benefits.

Every project will have an approved project
initiation or business case and follow our
project management lifecycle and governance
requirements.

Each project will have a governance structure
and as a minimum a clearly defined Sponsor,
Business Owner and Project Manager who
understand their roles and responsibilities,
governance requirements and project
documentation standards.

We identify and adequately fund our project
resourcing requirements, including managing
resource impacts on business as usual, in our

Forming strong project teams inclusive of the
project’s key stakeholders and partners will
reach better project outcomes.

In the interests of ‘striving to improve’ our
project management practices will undergo
compliance checking from time to time.

With appropriate consultation, it is acceptable
to stop or halt a project if it is no longer viable
in terms of benefit realisation versus project
investment.

Projects must comply with associated policies
such as risk management and compliance,
procurement and activity management.

Some projects may be part of a broader
program of work (a related number of
projects) and they also need to meet program
governance requirements.

We ensure our community stakeholders,
partners and Te Tiriti o Waitangi obligations
are understood and respected during our
project lifecycle.

July 2022.This policy applies to all employees and will be reviewed by Business Support at least every 2 years.
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What does project management look like at Waipa? . Things to consider:
Working collaboratively in project teams that we requirements across all affected teams at project
may be members of. initiation. ik I
Understanding the documentation and reporting Understanding and planning for the cross Have | checked if what | am Have | considered the cross
requirements for a project that are relevant to organisational change impacts of our projects and doing is a project? organisational impacts of
our project role. engaging with those teams or staff from the start my project and who | need
: to talk to?

of the project.

Reporting our current very high, or above, project :
risks through to the Audit and Risk Committee. Identifying communication and community and T "\2
stakeholder engagement requirements and Do | have the right ]
Gaining Sponsor and Business Owner approval at seeking expert input as required at all parts of the governance in place? Have the necessary
each project gate before moving through to the lifecycle : resources been committed
. . ’ : for the duration of the
next stage of the project lifecycle. N

project?
9

Identifying and planning for project resource
Do | understand who my

’ [ ] [ ] Ld - §
And what doesn’t project management look like at Waipa? |  sukeoisersare?
: Links to specific Promapp process and guides related
Ignoring our project management lifecycle and Not escalating risks or issues that will impact on to this policy, for example:
governance requirements even when we know project delivery including benefits. ls it a project? - Project Procurement
we are undertaking a project. Identification Management Principles and
Not fully committing to a project when assigned tool. Manual - Lifecycle  Policy. and
Attempting to manage projects alongside to a team ' and Governance,  Manual.
pting g€ proj & : : Managing Risk
business as usual activities meaning that and Compliance
resourcing is impacting on project progress. Not considering impacts across the organisation at Waipa - Policy, ~ Asset
: Management

and handover of the project to the business at ; X
Planning Policy.

Not seeking advice when we are unsure what to completion.

Document set 151Q083e4p Working in a project team.
Version: 6, Version Date: 05/09/2022
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COMMITTEE .
REPORT Walpa

To: The Chairperson and Members of the Audit and Risk Committee

From: Procurement Advisor

Subject: Sensitive Expenditure and Fraud and Corruption Policy/Procedure
Review

Meeting Date: 30 September 2022

1 PURPOSE - TAKE

The purpose of this report is to seek the Committee’s endorsement of the following
policies and procedures which will then be adopted by management:
= Protecting Against Fraud and Corruption Policy;

= Guide to Protecting Against Fraud and Corruption;
= Managing Our Sensitive Expenditure Policy; and
= Guide to Managing Our Sensitive Expenditure.

This report also notes the new Whistleblower Protection at Waipa procedure.

2 EXECUTIVE SUMMARY — WHAKARAPOPOTOTANGA MATUA

The organisation is working through a rationalisation of our internal policies, adopting
a new policy and guide template which uses plain English and has relevant links to
supporting documents and processes.

The Sensitive Expenditure and Fraud and Corruption policies were due for review.
Both have now been reviewed and updated into the new policy template, with
supporting information provided in the guide documents.

The policy and guide documents have both been reviewed by the Executive Team and
are now recommended to go through this Committee before final approval.

The report also brings to the Committee’s attention the new Whistleblower Protection
at Waipa procedure, made under the new Protected Disclosures (Protection of
Whistleblowers) Act 2022.

Document Set ID: 10862305 10862305

Version: 13, Version Date: 27/09/2022
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3 RECOMMENDATION — TUTOHU A-KAIMAHI

That the Audit and Risk Committee

a) Receives the report of Adele Bird, Procurement Advisor titled Sensitive
Expenditure and Fraud and Corruption Policy/Procedure Review ECM document
number 10862305;

b) Endorses the Policy on Protecting Against Fraud and Corruption (ECM
10823736) and Guide to Protecting Against Fraud and Corruption (ECM
10823862) for adoption;

c) Endorses the Managing Our Sensitive Expenditure Policy (ECM 10820187) and
Guide to Managing Our Sensitive Expenditure (ECM 10820021) for adoption;
and

d) Notes the new Whistleblower Protection at Waipa procedure (ECM 10816779).

4 BACKGROUND - KORERO WHAIMARAMA

The Sensitive Expenditure and Fraud and Corruption policies are due for review in
2022. Both policies have now had a full review, in line with current guidance available
from the Office of the Auditor General and largely address the feedback provided by
Audit New Zealanbd in their previous audit review.

In reviewing these policies the new policy template and guide have been used. This
includes identifying above the line and below the line behaviours in relation to the
policy, and linkage to the organisational values.

The Guide documents contain the specific processes to ensure that our policies are
consistently applied and capture the must and should do actions. These are generally
bullet points using simple and plain language.

The Protected Disclosures (Protection of Whistleblowers) Act 2022 came into force on
1 July 2022. It replaced the previous Protected Disclosures Act 2000. As with the
previous Act, its purpose is to facilitate the disclosure and investigation of serious
wrongdoing in the workplace, and to provide protection for employees and other
workers who report concerns.

As with the previous Act, it is a requirement to have in place an internal procedure
which sets out how disclosures may be made under that Act. The new Whistleblower
Protection at Waipa procedure has been developed to align with the requirements of
the new Act and our new style for procedures/policies. This procedure replaces
Council’s current protected disclosures procedure. The main difference between the
old and the new procedure is that employees have the discretion of choosing between
a list of individuals to whom they may make disclosures to (including the Chair of this
Committee), rather than proceeding through a hierarchy for complaints.
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5 SIGNIFICANCE & ENGAGEMENT - KAUPAPA WHAI MANA ME NGA
MATAPAKINGA

Staff have considered the key considerations under the Significance and Engagement
Policy, in particular sections 7 and 8, and have assessed that the matters in this report
have a low level of significance.

6 OPTIONS — NGA KOWHIRINGA

Option Advantages Disadvantages

Option 1: = No staff resources required | = Audit NZ continue to note Council is

Do nothing to review policies not meeting current guidance

Option 2: = Policies and guidance are = Staff resource required to review and

Adopt policies in clear for staff to follow adapt into new format

new format =  Comply with current » Updated format and guidance will
guidance from Office of require internal communications to
Auditor General explain new format

Option 3: = Simple updates required = Policies remain lengthy and contain a

Update policies mix of principles and processes and

and retain old require significant reading by staff to

format understand and remain compliant

The recommended option is Option 2. The reason for this is that the new format makes
the organisation’s principles on sensitive expenditure and fraud and corruption clear
and aligned with our values and best practice. The guides are clear, use plain English
and explain the relevant processes needed to comply with the policy.

7 OTHER CONSIDERATIONS - HEI WHAIWHAKAARO

Legal and Policy Considerations — Whaiwhakaaro a-Ture

Staff confirm that the recommendations comply with Council’s legal and policy
requirements.

Financial Considerations — Whaiwhakaaro a-Putea
] There is no financial impact

Risks - Tararu

The following risks have been identified and will be treated as set out below:
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Risk Description Current Current Target Residual | Planned
Residual Treatments | Risk Rating — if Additional
Risk different from Treatments
Rating current rating
If the processes do | Medium | Approved Low Confirm
not support the policy and acceptance by
policy then Council supporting Audit NZ
will not comply guides Review
with best practice policies  and
and may update every
experience two years or as
financial or required by
reputational auditors
damage.
8 NEXT ACTIONS
Action Responsibility By When
Update Te Kupenga and advise staff of new | Procurement October
policy and guide documents Advisor

9 APPENDICES - APITITANGA

No: Appendix Title
1 Policy on Protecting Against Fraud and Corruption
2 Guide to Protecting Against Fraud and Corruption
3 Policy on Managing Our Sensitive Expenditure
4 Guide to Managing Our Sensitive Expenditure
5 Whistleblower Protection at Waipa

Adele Bird

PROCUREMENT ADVISOR

gylw o

Approved by Ken Morris
DEPUTY CHIEF EXECUTIVE / GROUP MANAGER
BUSINESS SUPPORT

Reviewed by Jolanda Hechter
MANAGER FINANCE
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APPENDIX 1
Policy on Protecting Against Fraud and Corruption ECM 10823736

Report to Audit and Risk Committee — 30 September 2022

la'tl . - Sensitive Expenditure and Fraud and Corruption Policy/Procedure Review
wapd Page 5 of 9
Document Set ID: PHEBSIGEYNC"" 10862305

Version: 13, Version Date: 27/09/2022
87



Audit & Risk Committee Public Agenda 30 September 2022 - Sensitive Expenditure and Fraud Corruption Policy / Procedure Review

Protecting against
Fraud and Corruption
at Waipa District
Council

The aim of this policy is to ensure the overall
reputation and performance of the Council
by having in place measures to prevent
fraud and corruption in the organisation,
raising awareness and to provide a clear
approach to how we will investigate any
allegations of fraud and/or corruption.

We need to protect the overall reputation
and performance of the Council and provide
guidance for the prevention, detection and
response to fraud incidents in Council. We
need to align our response to fraud or
corruption with the value We Do The Right
Thing.

WE DO

- THE RIGHT

Waipa THING

DISTRICT COUNCIL .
Dur octions are guided by o desire

to do the right thing for owr people,
colleagues, community and ossets,

We know that Council has zero tolerance towards
fraud and corruption.

We know that Council aims to prevent fraud and
corruption in the first instance.

This policy, and supporting guide, applies to all
fraud or corruption, whether suspected or
proven.

We understand fraud to mean:
Deception for financial or personal gain
Intentional and dishonest act
Misrepresentation to obtain an advantage

We understand corruption to include:
Failure to declare conflict of interest
Bribery/illegal gratuities
Favouritism in awarding contracts
Blackmail/threats

All staff, elected members, and
representatives must have, and demonstrate,
the highest standards of honesty, propriety
and integrity.

We understand that Council expects all

88

Protecting against Fraud and Corruption at Waipa
District Council means:

employees, elected members, and
representatives to ensure we are publicly
accountable at all times.

We expect that anyone who suspects any fraud or
corruption to do the right thing and report it.

We know that we have a protected disclosures
procedure available.

We understand the options available to us to
report fraud and corruption.

This Policy applies to:

Employees

Former employees

Anyone seconded to Council

Contractors (individuals, contractor staff, sub
-contractors or anyone involved with a third
party)

Volunteers

Elected Members and Community Board
Members

*31 July 2022*. This policy applies to all employees and will be reviewed by Group Manager Business Support at least every 2

years.
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What does protection against fraud and corruption look like

at Waipa?

Everyone is expected to report any suspected
fraud or corruption.

Everyone is able to report any suspected
fraud or corruption using a clear process.

Any suspected fraud will be reported in good
faith and with supporting information.

There is a clear process for who is responsible

for any investigation.

Any investigation is carried out in a
confidential manner.

Protecting the reputation of Council is
highly important in our work.

Everyone completes fraud awareness and
prevention training

And what doesn’t protection against fraud and corruption

look like at Waipa?

Anyone undertaking their own investigations.

Anyone suspecting fraud or corruption not
reporting it using our processes but making
allegations elsewhere.

Not taking responsibility to protect the public
accountability of the Council.

Making allegations in bad faith and without
any supporting evidence or information.

Council not following up on any allegations.

Council not advising relevant organisations or
the Audit and Risk Committee of any
suspected or actual fraud.

Things to consider:

W

There needs to be
supporting evidence

1T

Protection of evidence such
as electronic documents is
important

'\Il
f@\

Consider the fraud triangle

Check who it is appropriate to
report your suspicions to and
how to report it.

ﬁg

Who to seek advice from

P

Have | seen something that
is a red flag for possible
fraud?

Links to specific Promapp process and guides related

to this policy, for example:

Sensitive
Expenditure Policy

Conflict of
Interest form

Procurement
Manual

Whistleblower
Protection
Procedure
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APPENDIX 2
Guide to Protecting Against Fraud and Corruption ECM 10823862
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Guide to Protecting Against Fraud and
Corruption at Waipa District Council

We need to protect the overall integrity and performance of the Council and provide
guidance for the prevention, detection and response to fraud incidents in Council. We need
to align our response to fraud or corruption with the value We Do The Right Thing.

Use the following guidelines to help inform decisions and practices.

Contents

APPIICATION <.ttt 1
WAt IS Fraud? ...ttt 1
Y A @ e T4 U] o 4 o] o TSR OUPRPTPRR 2
Recognising Fraud and Corruption RiSKS..........ccouiiiiiiiiieiiiicee e 2
ZEIO TOIBIANCE ...ttt sttt sb e 2
REPOITING .o 3
INVESEIGATION.....eiiiiiic 3
AV T =Y o T PP PPPSPR 4
RESPONSIDIITIES . 4
(@ a1 Ta F=T oY T RS 5
Yo [ TSP PPPPPRRRRRR 5
ThiNgs t0 CONSIART ... 5
Application

¢ This guidance and the policy Protecting Against Fraud and Corruption applies to:
o Employees
o Former employees
o Anyone seconded to Council

o Contractors (individuals, contractor staff, sub-contractors or anyone
involved with a third party)

o Volunteers

o Elected Members and Community Board Members

U
Waipa
DISTRICT COUNCIL
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This doesn’t apply to minor fraud perpetrated by the public against the Council, or
performance management issues

Fraud and corruption includes behaviours and actions of dishonesty for an unfair,
unjustified or unlawful gain

There is a difference between fraud and error, error refers to an unintentional
misstatement of information including an unintentional omission of an amount or
disclosure

What is Fraud?

Fraud includes:

e Deception for financial or personal gain
e Intentional and dishonest act
e Caninclude misrepresentation to obtain an advantage

What is Corruption?

Corruption includes:

o Conflict of interest - for example, failing to disclose you are related to a contractor
that you are approving work for

o Bribery/illegal gratuities

e Favouritism in awarding contracts

¢ Blackmail (threats)

Recognising Fraud and Corruption Risks

Incentives/pressures: someone has an issue or pressure that motives them to commit
fraud or wrongdoing for example personal financial trouble

There is opportunity for fraud or corruption through not having appropriate controls in
place

The ability to rationalise committing fraud for example believing ‘everybody else is
doing it’

This is known as the fraud triangle

w i o
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Fraud
Triangle

Rationalisation Opportunity

Zero Tolerance

All instances of suspected fraud or corruption will be investigated and appropriate action
taken

All confirmed fraud or corruption is serious misconduct and where relevant will be
referred to NZ Police, Serious Fraud Office or other enforcement agency

Appropriate actions will be taken to recover any loss or expenses incurred, which could
include court action or using a debt agency

Reporting

Anyone covered by the Policy or this Guide must report all suspected fraud and
corruption immediately

Reporting can be through speaking with a Manager or Supervisor, talking with the
Manager Human Resources.

A Supervisor or Manager must immediately report a notification to the Group Manager
Business Support

The Group Manager Business Support will advise the Chief Executive, the Independent
Chair of Audit and Risk Committee, and the Manager of Human Resources

If someone wanting to report suspected fraud or corruption thinks it involves their
Supervisor or Manager they need to report it to the Group Manager Business Support

If an external party to Council makes an allegation of fraud or corruption this will be
referred to the Group Manager Business Support

If the Group Manager Business Support is suspected, it must be report to the Chief
Executive

If the Chief Executive is suspected then it must be reported to the Mayor

w i o
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If an elected member is suspected (other than the Mayor) then it must be reported to
the Mayor

If the Mayor is suspected then it must be reported to the Chief Executive and the
Independent Chair of the Audit and Risk Committee

If you are uncertain who to report to then discuss with the Legal Counsel

Some disclosures may be protected by legislation such as the Protected Disclosures
(Protection of Whistleblowers) Act 2022. If you wish to report fraud and corruption
as a protected disclosure see the Protected Disclosure Procedure for the reporting
requirements to do this.

Investigation

Council will act fairly, honestly and in good faith in any investigation

Any investigation will comply with other Council policies and the principles of natural
justice

Anyone involved in an investigation must cooperate with and not impede the
investigation

All evidence must be preserved, including digital records.
The investigation team will be given access to Council’s records and premises

Only a suitably qualified person will do any investigation and must be formally
appointed.

No one should undertake their own investigation.

The Group Manager Business Support is responsible for appointing an independent,
appropriately skilled specialist fraud and corruption or forensic expert and any staff that
are required to assist the investigation. If the Group Manager Business Support is
unavailable the Chief Executive will appoint the investigation team.

Any investigation will be documented and reported to the Chief Executive, the Audit and
Risk Committee and if appropriate, external auditors. The report may include
recommendations on improvements to internal controls.

The Chief Executive will decide within 48 hours of receiving the report whether further
investigation is required

If the conclusion is that there has been fraud or corruption, the Manager Human
Resources will advise on the appropriate disciplinary action and procedures required

All instances of suspected or actual fraud will be advised to Audit NZ and the Office of
the Auditor General by the Group Manager Business Support, or if it involves the Group
Manager Business Support, it will be reported by the Independent Chair of the Audit and
Risk Committee

w i o
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Evidence

Any evidence must be secured to protect the integrity of that evidence. This might
require removing of records to store them securely, backup versions of electronic
documents and transactions, limiting access to records or preventing access to the
records

Responsibilities

All employees are accountable and responsible for their actions and have a responsibility
to report all suspicious activity

Chief Executive has overall responsibility and accountability for preventing fraud and
corruption

Chief Executive can seek independent expert advice at any stage

Chief Executive will notify the Mayor of any allegation and keep the Mayor advised
during the investigation

Chief Executive is responsible for making sure that the requirements of any investigation
are clear

Group Managers are responsible for advocating and implementing management
controls, processes, training and awareness within their Groups

Managers are responsible for making sure their teams are implementing the controls
and processes and that there is a good culture that supports reporting of any fraud or
corruption

Managers are responsible for making sure their teams, any contractors/consultants are
aware of the Protecting Against Fraud and Corruption Policy and their obligations

All staff are responsible for making sure they comply with the Protecting Against Fraud
and Corruption Policy, acting with integrity when doing their work, behaving in a way
that meets the our values, declaring any conflicts of interest, reporting any suspected
fraud or corruption immediately

Group Manager Business Support is responsible for making sure that all reports of
suspected fraud or corruption are investigated immediately, providing the Manager
Human Resources with the opportunity to participate in any investigation, updating the
Chief Executive on progress and the outcome (or updating the Mayor if the Chief
Executive is implicated), advising the NZ Police or relevant agency when there is credible
suspicion, reviewing the Protecting Against Fraud and Corruption Policy every two
years, promoting and communicating about the Policy and performing risk assessments
regularly to identify any potential risk areas

Manager of Human Resources is responsible for providing appropriate input and
guidance into any investigations to ensure that staff are treated fairly and the
appropriate disciplinary and performance management processes are followed

w i o
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Confidentiality

Everyone involved in any investigation must keep the details confidential. Any
information that is released needs to be approved by the Group Manager Business
Support or the Chief Executive.

Media

No information on the status of an investigation will be disclosed, except to the Chief
Executive, or to the Manager Human Resources where a staff member is suspected

Elected members must refer any enquiries related to an investigation of fraud or
corruption must refer them to the Chief Executive

Things to consider

Have | seen behaviours that | Have | heard any allegations | Does something seem not
indicate there could be about fraud or corruption? | quite right for who is

fraud or corruption going getting work from council?
on?

Are invoices or payments Do | want to make a

being made without Protected Disclosure?

authority?

Protecting against fraud and corruption Policy
Protected Disclosure Procedure 2022

w i o
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APPENDIX 3
Policy on Managing Our Sensitive Expenditure ECM 10820187
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Managing our
Sensitive
Expenditure

As a public organisation we need to be careful
about how we spend public money. We protect
the reputation of Council by making sure that
our expenditure meets best practice, aligns with
our value of doing the right thing and that our
actions are above the line.

Our expenditure must meet the standards of
probity and financial prudence to support our
community’s confidence and trust.

WEDO
THE RIGHT
THING
Waipd s

DISTRICT COUNCIL

We know we are spending public money

Making sure we follow good practice in
how we control our sensitive expenditure

We take a principles-based approach
when making sensitive expenditure
decisions. Our guiding principles are that
our expenditure should:

Have a justifiable business purpose

Be impartial and made with integrity
Be moderate and conservative, having
regard to the circumstances

Be carried out transparently

Have the proper approvals

Be appropriate in all respects

The principles we have should be applied
together and all have the same level of

Managing our Sensitive Expenditure means:

importance

We know that sensitive expenditure
means there could be perception of
private benefit to staff

We regularly review our guidance to staff
on how we are careful about Sensitive
Expenditure

We need to apply careful judgement
when making decisions on sensitive
expenditure

We understand sensitive expenditure to
mean any spending that could be seen to
be giving private benefit to a staff
member, their family, or friends. It risks
harming Council’s reputation and the
public sector more generally.

July 2022. This policy applies to all employees and will be reviewed by the Group Manager Business Support at least every 2

98
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What does managing our Sensitive Expenditure look like at

Waipa?

Any expenditure has a justifiable business
purpose consistent with our organisational
outcomes.

Decisions made on expenditure are impartial

Decisions on expenditure are made with
integrity

Our expenditure is moderate and

conservative

We are transparent about our spending
decisions

Expenditure is made with the proper
authority

And what doesn’t managing our Sensitive Expenditure look

like at Waipa?

Not following the Guide
Not pre-approved when possible

Having no supporting documentation

Document Set ID: 10820187
Version: 6, Version Date: 08/08/2022

Not considering any potential conflict of
interest

Not checking with management if there is
uncertainty

99

Things to consider:

W

Have | checked the Guide?

1T
What is the appropriate
delegation that applies for
any approval?

'\Il
f@\

What does this look like
from an external person’s
perspective?

Should | check with my
Manager?

ﬁg

Have | separated private
and work expenditure?

P

Is this something that
would trigger a query from
our auditors?

Links to specific Promapp process and guides related
to this policy, for example:

Guide to Guide to Raising staff
Managing our Protecting reimbursement
Sensitive against fraud &  request

Expenditure corruption Guide to Usin

our Corporate
Request Koha Credit Card

process
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Guide to Managing our Sensitive
Expenditure

We need to make sure that we protect the reputation of Council by making sure our
expenditure meets best practice, aligns with our value of doing the right thing and that our

actions are above the line.

Use the following guidelines to help inform decisions and practices.

Contents

GUIdING PrinCiples .....evieiiieeee et
ReSPONSIDIlItIES ...vvveeeicciiiee e
APPIOVAIS ettt e e e
ClaIMIS et
Credit & FUI Cards ......cooveiiiiiieeiieeeiee e
Cash AdVANCES ......oeiiiiiiiiieieiee et
Travel & Accommodation .........coovvviiiiiiiiiiiiee e

International Travel........cceeeeieciiie e

GeNEral Travel .o i

Air travel and Loyalty SChemes ........cooccevviveeeeeeeeee e,

Meals and accommodation when travelling.......cccccccceeeennnnnns

Motor vehicles and taxiS.......cccocveeriieeiiieeeriee e
Entertainment & Hospitality .....ccccoeeuveeiiiniiiieeieeeeeeee e,
Social Events Team (SET)uuuueiiiiiiiiiiiiiiiieeeeeee e
Loyalty Reward, Schemes, Benefits and Prizes..........cccccvveeenneen.
DiSPOSal Of @SSELS..uviiiiiiiiiiicitirireeeee e e e
Private Use of CouNCil ASSEtS.......ccceviriieiriieiiiie e
Council Use of Private ASSets........cccevveeiriieeniiieeiiee e
Private Use of Council SUPPlErs ......c.ceevivviiiieiiiieee e,
Staff Support & Welfare Expenditure ........cccocceeeevieeinieeiniieeennnee,
Farewells and retirements ........cccoeveeeiiieeiiiee e
Long Service Acknowledgement ........cccceccivvveeeeeeeeeeeecscinreeeeee.
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Guiding Principles
Our expenditure should:
Have a justifiable business purpose
Be impartial and made with integrity
Be moderate and conservative, having regard to the circumstances
Be carried out transparently
Have the proper approvals

Be appropriate in all respects

Responsibilities
Leadership team will make it clear to staff what is and isn‘t acceptable

All staff are responsible to act in a way that maintains public confidence in the
Council

Leadership team is responsible for only approving expenditure that meets the
Guiding Principles

Approvals
Approval should be:

Doc Set ID #1082021 m
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Made before any expenditure occurs (where practicable)

Within delegated limits and where there is budget approved

Given by a person more senior to the person who will benefit from the expenditure
Given by the Group Manager Business Support and the Mayor (jointly) for the Chief
Executive

Given by the Chief Executive for Group Managers

Given by the Deputy Chief Executive, a Group Manager and the Mayor (jointly), for
Group Managers where the Chief Executive is unavailable for a period of time (annual or
other leave).

Claims
Need to clearly state the business purpose of the expenditure (you might need to add an
explanation on the supplier’s invoice/receipt)

Must have original documentation such as invoices/receipts or electronic copies, e.g. a
credit card statement is not enough

The date, amount, description and purpose of minor expenditure (<$50) must be
documented where receipts are not available

Should be submitted within one month of the expense

Where a claim relates to more than one person the most senior person should make the
claim and list who else the claim covers

Need to have an approved Purchase Order with supporting documentation attached to
the Purchase Order

Claims will only be reimbursed if they are reasonable, actual, and incurred because they
relate to Council business

Where the sensitive expenditure has a business case and budget before the expenditure
was approved, any expenditure above the agreed budget needs to have an explanation
provided

Credit & Fuel Cards

The corporate credit card is covered under the Managing our Sensitive Expenditure Policy and
the Guide to Using our Corporate Credit Card

Fuel cards are provided in Council fleet vehicles and must be used unless there is no
alternative

The current odometer reading must be provided when using the fuel card
The fuel card can only be used to purchase fuel and car washing for Council vehicles

You cannot use the fuel card for staff's private vehicles or fuel containers

Doc Set ID #1082021 m
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Cash Advances

The Chief Executive can approve a cash advance to cover business-related costs for any
international travel

Any costs incurred must be supported by receipts and the related Group Manager needs
to confirm that these costs are reasonable

Any unspent cash must be returned to Council

Travel & Accommodation

The principles of a justified business purpose and moderate and conservative
expenditure apply

International Travel
International travel needs to be approved by the relevant Group Manager and the Chief
Executive before any commitments are made and the option of online attendance
considered

International travel requests must detail:
o Purpose of the trip
o Any papers being presented
o Travel, accommodation and associated costs
o Expected outcomes
o Alignment with professional development plan

Tipping is only allowed on international travel where this is local practice and should be
low to moderate

Stopovers must have a clear business purpose and be pre-approved

General Travel
Travel should be done in the most cost-effective, practical and efficient way and options
for technology-enabled solutions considered. First-class travel is prohibited. Economy
class or a discount airline is to be the first choice.

Expenditure should be economical and efficient and have regard to the purpose,
distance, time, urgency and personal health, security and safety

All travel must be booked via Council’s Fleet & Travel Coordinator and requires a
Manager’s pre-approval using the Request for Air Travel & Accommodation form

Private travel can be taken as part of any Council travel provided there is no additional
cost to Council and it is only incidental to the business travel. Private travel needs the
relevant Group Manager or Chief Executive approval

Any additional costs from private travel needs to be paid by the staff member and where
it is difficult to separate costs the private costs need to be identified and relevant
Doc Set ID #1082021 m
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receipts provided. Reimbursement for private costs need to be made as soon as
practicable

Any private travel means taking annual leave for the time used

The travel cost of any accompanying spouses, partners or family are a personal expense
and will not be reimbursed. In rare instances where the involvement of a spouse or
partner directly contributes to a clear business purpose and pre-approval from
appropriate delegation level exists then Council may contribute to all or part of the costs

Air travel and Loyalty Schemes
Council paying for membership of airline travel clubs such as Koru Club requires Chief
Executive approval (for staff) or the Mayor (for the Chief Executive). The criteria are:
o Membership is for a clear business purpose

o Onthe basis of past history or current role and responsibility, there is a
reasonable likelihood of at least six (6) return flights annually on Council
business

Council will pay the joining fee and two years membership subscription which will be
reviewed at the end of the two years

Where a staff member has an airport wait time of go minutes or longer and they are not
a member of any airline travel club then reimbursement of day pass lounge access is
permitted for Council-related travel

Airpoints may be accrued by the person travelling and used for private purposes
provided there is no cost to Council

Airport transfers should use the most cost-effective option and will be reimbursed

Meals and accommodation when travelling
Accommodation should be booked in advance and should take into account location of
the event, standard of the accommodation (which should be modest) and security issues

5 star or luxury accommodation requires approval of the Chief Executive or relevant
Group Manager prior to any booking

Council’s preferred suppliers and negotiated corporate rates should be used

Reimbursement of private accommodation is at the discretion of the relevant Group
Manager and the maximum reimbursement is $50 per night

Any costs from not meeting check-out times are the responsibility of the staff member

Appropriate and reasonable costs for meals and drinks will vary depending on the type
of the meal (breakfast/lunch/dinner) however the principle of moderate and reasonable
should be applied

Reimbursement will be at the discretion of the relevant financial delegated approver.
Reimbursement requires supporting detailed receipts
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Council will pay for only one beverage (alcoholic or non-alcoholic) with an evening meal
and/or one hot drink with any meal. Any casual drinks before or after a meal need to be
paid by the staff member

When travelling on Council business for a day (e.g. 7am to 7pm) Council will reimburse
meal costs for that day

Council will not reimburse meals where a meal has been provided as part of a meeting,
conference, training, etc

Costs for maintaining reasonable business related and/or family communication will be
reimbursed however staff must use a Council mobile phone if they have one, rather than
a hotel room phone (calls from hotel room should be kept to a minimum)

Reasonable expenses for unexpected events, e.g. overnight expenses due to a cancelled
plane flight will be reimbursed at the discretion of the relevant approving Manager

Council will reimburse hotel Wi-Fi used for business purposes, where there is no other
reasonable, practical option (e.g. use of mobile phone data, free data options)

Non-business expenses such as casual drinks, use of hotel minibar, movie hire or wifi for
streaming movies etc will not be reimbursed

Motor vehicles and taxis
Rental cars will only be used if it is uneconomic or practicable to use a Council vehicle
and it must be the most economical type and size of vehicle. Any fines incurred are the
responsibility of the driver

Private use of a rental vehicle requires the pre-approval of the relevant Group Manager
or Chief Executive and any costs are the responsibility of the staff member

Use of taxis must be moderate, conservative and cost-effective compared to other
options

Taxicards may be provided as part of booking travel or a claim reimbursement made. A
taxicard will be issued and recorded against a staff members name and limited to two (2)
trips per card

Council vehicles are not available for private use unless provided under a remuneration
arrangement. Any fines are the responsibility of the driver unless they relate to a
condition of the vehicle outside the driver’s control. Referto the Driving Well Policy and
supporting procedure documents

Staff must use a Council vehicle for Council business where one is available. Any use of a
private vehicle for Council purposes must be pre-approved by a line Manager where
reimbursement will be claimed. Managers can only approve if a Council vehicle is not
available.

Mileage reimbursement for use of a private vehicle will be based on current IRD km rate.
Any fines incurred are the responsibility of the driver
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Where a rideshare option has been used for council business a staff member can claim
back the cost providing details of the provider, date, time, cost, reason for travel,
meeting attended etc are provided

Entertainment & Hospitality

Covers a range of items such as tea, coffee and biscuits to catering, meals, Council-
funded hosting at sporting or other events

There are five clear business purposes that apply:
o Building relationships

o Representing the organisation

o Reciprocity of hospitality with a clear business purpose
o Recognising significant business achievement

o Building revenue.

Any team expenditure on entertainment or hospitality must have a clear purposes, not
be frequent and have pre-approval from the relevant Group Manager or Chief Executive

Where possible, entertainment and hospitality expenditure should be pre-approved and
have supporting documentation showing date, venue, costs, recipients and
benefits/reasons

Any claims must have a valid tax invoice, provide the meeting purpose and outcomes,
note the names of all attendees and be held in the document management system

The most senior person attending (with delegated authority) must approve and confirm
that the expenditure is appropriate

The Value and Appreciation rewards are to be used for recognition of an individual or
team efforts related to specific events or achievements

Catering for internal staff meetings (not including Group or All Staff meetings) should
only be provided when the meeting runs for more than 4 hours, meetings should not be
scheduled to cross over staff lunch hours

Alcoholic and non-alcoholic drinks are allowed for the Mayor’s fridge. Purchases for the
fridge require approval from the Chief Executive or Group Manager Business Support
and the Independent Chair of the Audit and Risk Committee

Drinks from the Mayor’s fridge are only for functions related to Council activity at the
discretion of the Mayor. Expenditure on stocking the fridge must be reasonable and
follow procurement process. This expenditure will be monitored regularly by the Chief
Executive and the Group Manager Business Support

Social Events Team (SET)

All expenditure must be for the purpose of organisational development and/or staff
welfare
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Activities must be open to all staff
Council will not pay for alcohol

Expenditure must be approved by the SET team and the detail of any expenditure will be
reviewed by the Chief Executive and Group Manager Business Support on a biannual
basis

There is a limit of $5,000 for the Christmas party event. If there are less than 100
attendees the maximum for the event is $50 per head

There is a limit of $3,000 for the quiz night

The contribution shall be reasonable and prudent in terms of the benefit gained by the
organisation.

Loyalty Reward, Schemes, Benefits and Prizes

Where a loyalty reward or prize is obtained by chance or without inducement it can be
retained by the staff member, otherwise it will belong to Council

Where receiving a prize or loyalty reward could be perceived as inappropriate, even if the
organisation and not the individual will benefit, it should be declined

Loyalty rewards can be accrued and used by staff provided there is no financial cost to
Council

Any prizes received while on Council business —including prizes from competitions or
conferences etc will belong to the individual but where there value is greater than $50
they must be disclosed to the relevant line manager as soon as possible

Disposal of assets
Any disposal of surplus assets must be done in a transparent and fair manner and with
integrity

Where the Chief Executive has approved of any disposal to elected members or staff:
o The staff involved in disposing the asset must not benefit

o The assets being disposed must be valued and are subject to a tender or
other process appropriate to its value

o There should not be a discounted rate if a greater value could be gained by
an alternative method of sale

Vehicles must be disposed of via an approved agent in accordance with the Procedure for
Purchasing and Disposal of Vehicles

Private Use of Council Assets
Council assets include any physical item owned, leased or borrowed by Council
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Private use for personal purposes will only be allowed in limited circumstances covered
in other policies and procedures

Any costs to Council for any private use will be recovered unless it is impractical or
uneconomic

Council assets may not be used in any private business that an employee operates

Council Use of Private Assets

Council may reimburse staff for use of private assets for cost, convenience or availability
reasons, or where it will not fully use such an asset

Pre-approval by the relevant Group Manager is required and must meet the principles of
a justified business purpose, reasonableness and preserving integrity and impartiality

A staff member cannot approve or administer any payments to themselves for Council’s
use of their private assets

Private Use of Council Suppliers

Council does not allow staff to purchase goods or services from a supplier on the same or
similar basis of Council

The only potential exception to this rule is any staff benefit offered through buying
groups arrangements such as n3 and CSC

Staff Support & Welfare Expenditure
Council will not pay for clothing other than official unforms and health and safety-
related clothing

Guidelines on the provision and subsidy of Council-branded clothing is in the Clothing
Policy

In exceptional circumstances the Chief Executive may authorise the reimbursement of
actual and reasonable costs where a staff member cannot provide care of any
dependants. This would only be where a staff member is required to perform additional
duties at short notice or a dependant unexpectedly requires additional care that the staff
member cannot provide because of the essential nature of their duties. In all other
instances care of dependents is a private and personal expense.

Farewells and retirements
Farewells, retirements and long-service expenses can be functions, gifts and other
items. These costs should be moderate and conservative

A staff member must have been employed by Council for more than 1 year in order to
qualify for any financial contribution
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The maximum value of contribution is set out in the table below (either gift or catering,
or split but in total no more than the limit). This must come from the relevant
department budget and have the relevant Group Manager’s approval. Other areas of
department budget cannot ‘top up’ this limit

Less than 1 year No contribution available
1-g5years Up to $100
5—10Yyears Up to $150
10 — 25 years Up to $300
25— 40 years Up to $600
Over 40 years Up to $800

Contributions outside of these levels should be exceptional and requires Chief Executive
and Chair of Audit and Risk Committee approval prior to any arrangements being
progressed or expenditure being incurred

For retiring elected members an appropriate contribution must be agreed between the
Chief Executive and the Chair of Audit and Risk Committee, the contribution should not
exceed the maximum levels above.

Long Service Acknowledgement
To acknowledge the commitment and dedication of its employees and to celebrate the
contributions they have made, Waipa District Council will recognise those that have
served the following periods of service with Council as outlined below.

Personalised Letter from Chief Additional .
Length of . . . ) Voucher value Morning tea or
> Executive and Chief Executive | week’s Annual
service (years) . (Prezzy Card)** team lunch***
Blog Announcement Leave
5 v v
10 4 $100 v
15 v
20 v $200 v
25 4
30 v $300 v
35 v
40 v $400 v
45 v
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50 v $500 v
* On completion of 5 years’ current continuous employment, employees (excluding
Level 1 to 4 managers) shall accrue an additional week’s annual holiday.
*% If requested, the team may choose to purchase a gift (to the voucher value noted

above) to be presented to the employee; this will be approved by the relevant
department manager and funded through the HR Value and Appreciation budget
(coordinated by the HR Administrator).

**%%  A'maximum organisation contribution of $100 will be provided towards either a
team morning tea or lunch with colleagues; this decision is at the discretion of the
Manager. The morning tea/lunch will be arranged and funded by the respective
department.

Criteria

= All permanent employees are eligible.

= Service must be unbroken and with Waipa District Council.
= Parental Leave is counted as continuous service.

= Extended leave without pay will not be counted as service.

Sponsorship
Staff may be sponsored for activities outside of their job through provision or payment
of goods or services (such as a t-shirt or entry fee)

There should be a justified business purpose such as publicity for Council and its
objectives and organisational development. The cost must be moderate and
conservative. If there is not a justified business purpose it is a donation

Preference is that sponsorship is through the social club rather than directly to a staff
member

Sponsorship of people who are not staff must be transparent and be for their
organisation not directly to an individual.

Donations
Defined as a payment (money, goods or services) made voluntarily without expectation
of receiving goods or services in return

The purpose must be consistent with the business purpose of Council and the cost
appropriate

The principles of impartiality, integrity and being moderate and conservative apply and
should not result in any obligation on anyone other than the purposes of the recipient

Donations must be:
o Lawfulin all respects

o Appropriately documented and approved based on delegations
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o Disclosed in aggregate in Council’s annual report

o Made to arecognised organisation by normal commercial means (not to an
individual) and not in cash

o Non-political.

Flowers
Spend is a maximum of $100 including delivery or $60 - $80 on flowers only

Can be provided in the event of death of a staff member, an immediate family member,
birth of a baby for the staff member or if the staff member is in hospital

Koha

The amount given should reflect the occasion and the prestige of council and must be
approved by the Chief Executive or relevant Group Manager, with advice from the
Manager, Strategic Partnerships

The principle of a justified business purpose applies
The Koha Request Form and process for uplifting the Koha must be followed

Approval of Koha must be by the Team Leader and Group Manager (<$500), Group
Manager ($500 - $1,000) or Chief Executive (>$1,000)

Payment approval limits are on a per event basis

Koha payments will be cash and supporting information provided where possible

Communication Technology

Where administratively possible and cost effective Council will require reimbursement of
any personal use of Council technology

Personal use of any communications technology should be kept to a minimum

Requirement on the use of communication technology is in the Council’s Mobile Devices
and Personal Use Reimbursement Policy

Gifts
A gift may be given as a token of recognition of something provided by the recipient or
when it is customary
Gifts should be moderate and conservative and have a business purpose

Gifts to staff must align with other sections in this Guidance document

Giving of gifts from Council (where not covered elsewhere in this guide) requires pre-
approval by the Chief Executive or Council resolution
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Receiving of gifts can be a sensitive issue. Gifts remain the property of Council however
staff can accepts gifts if they are infrequent (less than 3 times in 12 months) and
inexpensive (< $50 value) and are openly distributed (pens, calendars etc). In all
instances the line manager must be advised

Accepting any gift >$50 must have relevant Manager’s approval to keep it

The Gifts/Hospitality Declaration Form must be completed, this should also include any
gifts which were offered but turned down

The receiving of cash gifts is unacceptable in any circumstances

Christmas gifts have their own process. Any gifts (except small gifts of perishable food,
box of chocolates) received from external suppliers must be put into the general gift
pool (via line manager) which will be used to benefit all staff. Small gifts may be kept by
the staff member but be shared with the whole team — this excludes Christmas hampers
which must go into the general pool

Managers or Supervisors wanting to provide a staff member with a gift for exceptional
performance should use the Value and Appreciation process. Council will not reimburse
a Manager or Supervisor for the purchase of gifts for staff

Team Building & Development
Managers may organise team building activities but they must be related to work or
work tasks examples are motivational workshops or planning sessions

You must get prior approval from the relevant Group Manager

External costs such as a venue, catering or facilitator must be kept to an appropriate
level and as a guide:

o Use a Council-owned facility if possible — max venue hire $230 per day
o Catering should be reasonable and should not exceed $25 pp for lunch

o Manager needs to take responsibility for the decision on costs of facilitator

Tertiary Study Assistance
Staff wanting to apply for study assistance must do so via their Manager, who will
discuss with the relevant Group Manager and HR

Managers can apply for staff to have retrospective reimbursement for up to 100% of
tuition and exam fees provided it is within the agreed budget of 1% of salary and the
qualification is related to the staff member’s job responsibilities. Council may reclaim
these expenses should the staff member leave within 12 months of any fee being
reimbursed
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Vision Assessments & Reimbursements

After 6 months of working at Council permanent staff who operate a computer for at
least 50% of their normal working time can claim a reimbursement of up to $250 for
prescription lenses or frames

This can be claimed following an eye test which shows that prescription lenses are
required for computer use or that any eyesight problem has been caused or worsened
due to computer screen use

In addition, a claim of up to $65 can be made for an eye test
Any claim for vision tests/reimbursements can only be made once every two years

Maximums stated are net amounts after deduction of PAYE, with Council meeting any
obligation for PAYE on these reimbursements

To claim for reimbursement GST invoice/s and receipt/s need to be provided, along with
any additional applicable information from the optometrist and a completed Claim
form. All this documentation needs to be sent to Payroll

Professional Memberships
Professional memberships that support a staff member in their role at Council will be
paid by Council

Payment must be authorised by the Manager or above and can be reimbursed through
the Expense Claim process

Amendments
Amendments to this Guide and the Managing our Sensitive Expenditure Policy before
the review date require Executive Team approval

Application & Review
This Guide and the Policy will be reviewed every two year to make sure it meets
organisational needs and best practice

The Policy and this Guide take effect from the date it is signed by the Owner and the
Chief Executive

Things to consider
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Is my expenditure What are the relevant I need to have supporting
something that could be delegations for approval? paperwork such as receipts
considered to have given or invoices

me a benefit?

Could the Value and Have | checked that my

Appreciation process be spend is moderate?

used?
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APPENDIX 5
Whistleblower Protection at Waipa ECM 10816779

Report to Audit and Risk Committee — 30 September 2022
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Whistleblower Protection at Waipa

The Protected Disclosures (Protection of Whistleblowers) Act 2022 (Whistleblowers Act) is
a law that helps protect people who report serious wrongdoing in an organisation.

We are committed to uncovering and investigating any serious wrongdoing at Waipa and
protecting disclosers who raise concerns about this in accordance with the Whistleblowers
Act.

If you believe you have information about a serious wrongdoing you should immediately
report it in accordance with this procedure. The sooner it can be investigated the better.

This procedure does not apply for disclosures outside the Whistleblowers Act.

Use the following procedure to help inform decisions and practices.

Contents

THE BASICS ettt e e e ettt e et e e e e e e e e e 1
What is a protected disCloSUre?........ooiiiiiiiee e 1
What is a serious WrongdoiNg? ..........ccoiiiiiiiiiiiiiiii e 2
WHO S PrOtECTEA? ...ttt 2
What is an appropriate authority? ..........ooiiiiiii e 3

THE PROCESS ...ttt 3
How do you make a protected diSClOSUre? ........coiuiiiiiiiiie e 3
What happens after a protected disclosure has been made? ..........cccooviiieiiiiiiie e 3

THE PROTECTIONS ..ttt e e e et e e e e e et e e e e e e 4
Will my name be kept confidential? .........ccuiiiiiiiiiii e 4
Will I lose my job if  make a disclosure? ... 5
Could someone take me to court for making a protected disclosure?..............cccccceeiien 5
Where can | get adViCe? ...t 5

ThiNGS 10 CONSIART ...ttt 5

THE BASICS

What is a protected disclosure?
A protected disclosure is where you disclose information and you:

. believe on reasonable grounds that there is, or has been, serious wrongdoing in or
by Waipa District Council,

. disclose information about that serious wrongdoing in accordance with the
Whistleblowers Act; and

. do not disclose the information in bad faith.

ECM10816779 - July 2022 H ~
Waipa
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Procedure Under Section 27 of the Protected Disclosures (Protection Of Whistleblowers) Act 2022

Protected disclosures are subject to protections under the Whistleblowers Act. This applies
even if:
you are mistaken and there is no serious wrongdoing
you do not refer to the Whistleblowers Act when making the disclosure
you technically fail to comply with the required procedures (as long as you
substantially comply)
you also make the disclosure to another person on a confidential basis for the
purpose of seeking advice on whether or how to make a protected disclosure under
the Whistleblowers Act.

A protected disclosure does not include disclosure of information that is protected by legal
professional privilege e.g. legal advice.

What is a serious wrongdoing?
Serious wrongdoing has a particular meaning under the Whistleblowers Act. It does not
apply to all possible wrongdoing that an employee might see and think about reporting.

Serious wrongdoing in an organisation is any act, omission or course of conduct in (or by) any
organisation that is 1 or more of the following:
an offence;
a serious risk to—
o public health; or
o public safety; or
o the health or safety of any individual; or
o the environment.

a serious risk to the maintenance of law, including—
o the prevention, investigation, and detection of offences;
o therightto a fair trial;
an unlawful, a corrupt, or an irregular use of public funds or public resources;
oppressive, unlawfully discriminatory, or grossly negligent, or that is gross
mismanagement, and is done (or is an omission) by—
o anemployee (if the organisation is a public sector organisation):
o a person performing (or purporting to perform) a function or duty or
exercising (or purporting to exercise) a power on behalf of a public sector
organisation or the Government

Who is protected?
The Whistleblowers Act only provides protection to a “discloser” in an organisation. You are
a discloser of Waipa District Council if you are or were:
an employee of Waip§;
a homeworker (within the meaning of section 5 of the Employment Relations
Act 2000);
seconded to Waip3;
contracted to do work for Waip3;
concerned in the management of Waip§; or

Waipa
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Procedure Under Section 27 of the Protected Disclosures (Protection Of Whistleblowers) Act 2022

you work for Waipa as a volunteer.

What is an appropriate authority?
This procedure refers to the term “appropriate authority”. An appropriate authority
includes:
the head of any public sector organisation;
the membership body of a particular profession, trade or calling with the power to
discipline its members;
the Department of Internal Affairs;
the Controller and Auditor General;
the Ombudsman;
the Ministry of Business, Innovation and Employment
the Police.

It does not include a Minister, Member of Parliament or any media outlet.

THE PROCESS

How do you make a protected disclosure?
You are protected by the Whistleblowers Act if you make a protected disclosure to:
an appropriate authority; or
the independent chair of Council’s Audit and Risk Committee (*ARC Chair”);
our Chief Executive or Deputy Chief Executive; or
a Group Manager.

An appropriate authority may also refer a protected disclosure you have made to it back to
us. Where this is the case, the disclosure will be received by the Chief Executive, or a Group
Manager if the Chief Executive is involved in the matter.

What happens after a protected disclosure has been made?

If a protected disclosure has been made to the ARC Chair, Chief Executive, Deputy Chief
Executive, or a Group Manager (“Recipient”), you can expect the following process to be
followed within 20 working days of the disclosure being made:

a. Your disclosure will be acknowledged in writing.

b. You will be provided with information and guidance on the kinds of disclosures that
are protected under the Whistleblowers Act, the protections and remedies available
under the Whistleblowers Act and how and in what circumstances information
disclosed under the Whistleblowers Act may be referred to an appropriate authority.

C. The Recipient will consider the nature of the disclosure and whether it warrants
investigation.

d. The Recipient will check with you to see whether it has been disclosed elsewhere.

Waipa
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Procedure Under Section 27 of the Protected Disclosures (Protection Of Whistleblowers) Act 2022

e. The Recipient will deal with the matter by doing one or more of the following:
investigate the disclosure;
address any serious wrongdoing by acting or recommending action;
referring the disclosure to an appropriate authority; or
deciding that no action is required.

f. The Recipient will inform you about the actions taken and the reasons for this.

If more time is needed to complete the tasks in e), you will be advised of this, and be informed
how long it is likely to take to deal with the matter. You will be kept up to date about the
progress of this.

Any investigation into your protected disclosure will be undertaken in accordance with the
principles of natural justice. This includes allowing for all relevant factual material to be
disclosed and listening fairly to any information to ascertain if it is relevant or supports an
allegation of serious wrongdoing.

Before any referral of a protected disclosure is made to an appropriate authority, you and the
appropriate authority will be consulted first.

If the referral has come from an appropriate authority, the appropriate authority will be
informed of the outcome of the matter at the same time as you are informed.

If you are not satisfied that the matter has been dealt with under this process, or you think
the serious wrongdoing has not been addressed, you may make a protected disclosure to the
Minister for Public Services.

THE PROTECTIONS

Will my name be kept confidential?
We will use our best endeavours to keep confidential information that might identify you
after your protected disclosure has been made. We can only disclose your identity if:
You consent;
There are reasonable grounds to believe that the release of your identifying
information is essential for:
o the effective investigation of the disclosure;
o to prevent a serious risk to public health, public safety, the health or safety of
any individual, or the environment; or
o to comply with the principles of natural justice; or
o an investigation by a law enforcement or requlatory agency for the purpose
of law enforcement.

A breach of these requirements of confidentiality is also a breach of the Privacy Act 2020.

LGOIMA requests must be refused if releasing information would breach these
confidentiality requirements.
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Procedure Under Section 27 of the Protected Disclosures (Protection Of Whistleblowers) Act 2022

We will consult you before releasing any identifying information and let you know after this
information is released.

Will | lose my job if | make a disclosure?

No. If you make a protected disclosure in accordance with the Whistleblowers Act we must
not retaliate, or threaten to retaliate against you. You may raise a personal grievance under
the Employment Relations Act 2000 if we do.

We must also not treat, or threaten to treat you less favourably than anyone else if you
intend to make, or have made a protected disclosure under the Whistleblowers Act or have
supported someone else to do so.

Could someone take me to court for making a protected disclosure?
Under the Whistleblowers Act, if you make a protected disclosure in accordance with that
Act you are not liable to any civil, criminal, or disciplinary proceedings because of it.

Where can | get advice?
You can seek advice from your line manager or HR Advisor at any time around the
requirements and protections of the Whistleblower Act.

Things to consider

Are you concerned abouta | Are you aware of the Do you know where to get
serious wrongdoing? process you need to follow | advice?
to be protected by the Act?

Waipa
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COMMITTEE -
REPORT Waipa

To: The Chairperson and Members of the Audit and Risk Committee
From: Management Accountant
Subject: Insurance Renewal and Update 2022
Meeting Date: 30 September 2022
1 PURPOSE - TAKE
The main purpose of this report is to update the Committee on the Council’'s 2022
insurance renewal arrangements.
2 EXECUTIVE SUMMARY — WHAKARAPOPOTOTANGA MATUA
This report details the policies taken out under the Waikato Local Authority Shared
Services Limited (trading as Co-Lab) collective arrangement with Aon New Zealand
(Aon) as broker, which are due for renewal on 31 October 2022, and the public liability
and professional indemnity policies which are also due for renewal with Aon on
31 October 2022.
Representatives from Aon should be in attendance at the meeting to provide further
information and comment.
3 RECOMMENDATION — TUTOHU A-KAIMAHI
That the Audit and Risk Committee receives the report of Aimee Turner, Management
Accountant, titled Insurance Renewal and Update 2022 (ECM document number
10896920).
4 BACKGROUND - KORERO WHAIMARAMA

Council has been part of an insurance collective under the umbrella of Co-Lab since
2012.

There have been many benefits from the insurance collective both in terms of reduced
premiums through greater buying power; and continued strategic re-assessment of
Council’s insurance requirements for both building and underground assets, and public
liability and professional indemnity, together with the introduction of innovative
approaches in some aspects of this.

10896920
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Council’s Deputy Chief Executive, Ken Morris, is the Chair of the Co-Lab Insurance
Advisory Group, which has responsibility for the Co-Lab insurance collective.

Aon is insurance broker for the Co-Lab insurance collective with the first term of its
currentthree year contract ending 1 July 2023, and the right to extend for two further
terms of two years after that.

The policies taken out under Aon including public liability and professional indemnity
policies are due for renewal on 31 October 2022.

There is currently no change to the type of policies being renewed for the 2022/23
year, however this will be the first renewal of the newly implemented life insurance
policy that provides a universal life insurance benefit of $100k for all staff members
under the age of 70.

The table below shows the Aon brokered insurance policies that Council has in place
currently, their coverage and respective excess arrangements:

Policy Coverage

Material Damage Covers all Council buildings; contents, such as
computers, books, furniture; and some paintings.
Also covers above ground infrastructural assets such
as pump stations and reservoirs; and playgrounds,
skate rinks and statues such as the Horse and Foal in

Cambridge.

Excess for each claim is 510,000
Commercial Motor All vehicles and mobile plant such as tractors and
Vehicle mowers.

Excess 1% of vehicle sum insured, subject to minimum

of S500
Infrastructure The current arrangement with the Crown provides
Insurance Primary for a 60-40 split between the Crown and a Council
Layer insurance arrangement for significant losses of

infrastructure. Council, under the Co-Lab collective
purchases a primary layer which provides 100% of
the cover up to S$10 million with the Crown
arrangement only relied upon above that limit.

Infrastructure This covers above and below ground infrastructural
Insurance assets such as pipes, connections, manholes and
ponds. Coverage is for natural catastrophic events
such as, earthquake, landslip, flood and volcanic
eruptions.

This  policy meets Central Government’s
requirements for Council to meet a 40% share of
natural disaster recovery.

Excess $500,000
m Report to Audit and Risk Committee - 30 September 2022
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